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AHHOTauus. B HacTosleli cTaTbe npefcTasfieH NOAPO6HbIA aHanm3 cetTn BUTKouH
(Bitcoin) v e& OCHOBHbIX Y4aCTHUKOB, NPOBEAEHHbIA aBTOPUTETHLIMK cheumanucTa-
M/ - Wropem MakapoBbiM 13 JIOHAOHCKOW LUKOMbI 3KOHOMMUKA W AHTyaHeTToM
Lloap 1“3 MaccayyceTckoro TeXHO/0rMYeckoro UHCTUTyTa - Mo NopyyeHuto Hauwmo-
Ha/lbHOTO 61OPO 3KOHOMUYeckMx uccnegosaHnii (NBER) - vacTHol opraHusauum B
CWA. CeTb BUTKOMH [eTepMUHMpYeTCA Kak HoBas 6as3a [JaHHbIX, BK/KOYaroLas
60/1bLIOE KOMMYECTBO OOLLEAOCTYMHBIX U NPOMPUETaPHbIX UCTOYHWKOB AN CBA3bI-
BaHWA afpecoB GUTKOMHOB C peasibHbIMK 06beKTamMn 1 OBLIMPHBIA Habop anropuT-
MOB [/11 W3BNEYEHUS WH(HOPMaLyMM O MOBEAEHUM OCHOBHBIX YYACTHUKOB PbIHKA.
AHaIM3 3KOCUCTEMBI BUTKOMH COCTOAN M3 TPEX OCHOBHbLIX 3TarnoB. Bo-nepsbix, npo-
aHanM3npoBaHbl 0ObEM TpaH3akuuii U ceTeBas CTPYKTypa OCHOBHbIX YYaCTHWUKOB
6n0kueliHa. Bo-BTOPbIX, 33[40KYMEHTMPOBaHbI KOHLIEHTPaUUA W PervioHaslbHbIA Co-
CTaB MaliHepOB, KOTOpble OCYLUECTBAAKT MPOBEPKY (BeputmKaumio) n obecneunsa-
10T LieNIoCTHOCTL peecTpa 6n10KyeiiHa (rpoccbyxa, nemxepa). B-TpeTbux, paccmotpe-
Ha  KOHUEHTpauusi COOCTBEHHOCTM  KPYMHEWWMWX  Aepxkareneinl  GUTKOMHOB.
YCTaHOBMIEHO, YTO BnafenbLuamy TPeTW BCEX BbIMYLEHHbIX GUTKOMHOB ABNAIOTCA
10 TbIC. MHAMBMAYA/IBHBIX WHBECTOPOB. [lenaeTtcs BbIBOA, YTO BbICOKAs KOHLEHTpa-
LUMs fenaet pblHOK MEpBOA B MUPE KPUMTOBa/IIOTHI YA3BMMbIM Mepes, ranotetuye-
CKOIA aTakoli xaKepoB.

MepeBoOAYMK CTaTbM OTMEYaeT, YTO MEepPenoXeHne TeKCTa C aHTINACKOTo f3bl-

kal Ha pycckuii 6bU10 BeCbMa 3aTPyAHWUTE/bHBIM B CBS3U C HOBU3HOW (hMHAHCOBOIA
TEMATVKM U LWMPOKUM WCTOMb30BAHWEM €70 aBTOPaMU pacnpocTpaHEHHOTO Ha 3a-
nafle, OflHAaKO HOBOTO [y1f HAac TepMuHa entity (CyllHOCTb). HecMOTps Ha AaHHbIiA
(hakT, npeacTaBiseTcs HeOGXOAMMbIM O3HAKOMUTb uMTaTeNell C TeXHoMormeid 6uT-

OpUrvHanbHbI TEKCT:
https://www.nber.org/system/files/working_papers/w29396/w29396.pdf.
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KOWHOB, 4TO 6YyAeT WMeTb MNpaKTUYecKylo Monb3y Ans GUBANOTeYHO-MH(OopMa-
LIMOHHOTO COOGLLECTBA.

KntoueBble CioBa: KpUNTOBasoTa, GUTKOMH, GIOKYEH, TpaH3aKLUmMK, MaliHepbl, KOH-
LIEHTPALIMSA COBCTBEHHOCTY
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BeegeHve

Co3paHHas 6onee gecaTu NeT Hasafd KpuntoBaslioTa GyKBasbHO CO-
BeplmMna PeBOMIIOLUMIO B AEHEXHO-KPeAWUTHOW MNoAnTuke. 3HaumTeNbHO
MOAHSABLUMCL B LiEHe, CErOAHs OHa HaxOAWMTCA B LEHTPE BHWMaHWS LUMPO-
KO 06LLEeCTBEHHOCTU W BbI3blIBAET NPOTUBOPEUMBLIE MHEHWS. OTanMuMTeNb-
HOW 4YepToii KPUNTOBa/IOTHI ABMSIETCA AELEHTPaNn30BaHHaA cucTemMa nna-
TEXEN WM CPefcTB cOepexeHWs BHe TPagULMOHHOIO rocyAapCTBEHHOrO
KOHTpOsiS. TexHONorns 610KYeliH B OCHOBE KPUMTOBAOTHI 3aMeHsIeT 3aBU-
CMMOCTb OT HECKOJIbKMX OpraHu3auuii, BeAylmnx LeHTPa/M30BaHHbIE YUYET-
Hble 3anmcu, TakMx Kak GaHKM WM CETU KpeaMTHbIX KapT, Ha CeTb C 60/b-
WM HabopoM AeLleHTPasIM30BaHHbIX N aHOHUMHbIX YYaCTHUKOB - areHTOoB.
OTCyTCTBME LEHTPa/IM30BaHHOW MOLOTYETHOCTM M aHOHWMHOCTb MO/b30Ba-
TENEe 4acTo paccMaTpuBalOTCA Kak OCHOBHblE MPenMYyLLecTBa, 0HaKo B TO
)K€ BPEMSA MEeLLalT CBOEBPEMEHHONM AMArHOCTMKE COCTOSHWSA 340pPOBbS CU-
CTEMbI, CO3JA0T MHOXECTBO NPO6AeM A1 PEryNnpYHLMX OpraHoB W BBO-
[AT HOBble UCTOYHWKW CUCTEMATUYECKMNX PUCKOB.

BUTKOWH, OpurvHanbHas KPUNTOBa/IOTA, MO-NPEXHeMy OCTaétcs ca-
MOIA KpYnHO/ W MOMYNSPHOA MOHETOW, NMpuYém eé pblHOYHas KanuTtaiu3a-
UMS BbILLE, YEM Y BCEX OCTa/IbHbIX MOHET, BMecTe B3fiTbiX. OHa 4acTo pac-
CMaTpuBaeTCA Kak LWab/ioH WM 3TaloH A1 APYrMX HOBLIX MOHET. CerofHs
MHOTME NpU3bIBAKOT K elé 6oniee LIMPOKOMY BHEAPEHWH GUTKOVMHOB - B
KauecTBe WHCTPYMEHTa TOCYAapCTBEHHbIX WHBECTULMIA NMBO 3aKOHHOTO
MNaTéXHOro CPeacTBa. ITO [aBfieHUe CTaBUT B CNIOXHOE MOMOXEHWE pery-
NMpytoLLME OpraHbl, KOTOPbIE XOTAT HaliTM NPaBWbHLIA GanaHc Mexay 3a-
LUMTON OOLLECTBEHHbLIX WMHTEPECOB W MOALEPXKKOW MHHOBauwii. HecmoTtps
Ha TO, YTO GUTKOMHBI CYLLECTBYHOT Gonee AeCATU NET, NO-MPEXHeMy NMeeT-
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€A MHOTO OTKPbITbIX BOMPOCOB 06 MX UCMO/b30BaHWUM, KOHLEHTPALMK cOb-
CTBEHHOCTH, a TakXKe CTPYKTYpe OCHOBHbLIX 3JIEMEHTOB, KOTOpblE COCTaBNS-
0T OCHOBY OAHOMMEHHOW 3KOCMCTEMBI. [peAcTaBnseTcs HeoOXOAMMbBIM
NpoBeAeHUe aHanM3a CeTM BUTKOMH M €€ yYaCTHUKOB ANA NPUHATUA pelle-
HMA O TOM, KaK M KakuM 06pa3oM UHTErpUpOBaTL 3TY BaOTY B TPaAWLMOH-
HYH GUHAHCOBYIO CUCTEMY.

B naHHOW cTaTbe HaMu Oblna MpeAnpuHATa NOMbITKa AaTb OTBETHI Ha
3TW BOMPOCHI C MOMOLLBI MOAENMPOBaHMS HOBOM 6asbl AaHHLIX, KOTOpas
No3BOMIMMG HaM 33[0KYMEHTUPOBATb 3BOJIOLMIO PbiHKa OMTKOMHOB U €ro
Pa3NMYHBIX YYacTHMKOB. [n9 co3gaHMa 3Tol 6asbl Mbl MCMOIb30BasM
Honblwoe KONMYecTBO OOLWEeAOCTYMNMHBIX M MPOMNpUETapHbIX WMCTOYHWUKOB,
KOTOpblE CBA3bIBAKOT OUTKOMH-aApeca ¢ peanbHbiMU 0ObeKTaMM, U pa3pa-
60Tasu Habop aNroOpUTMOB, UMEILLMX KOMMEPUYECKMIM XapakTep GokyeliHa
BUTKOMH ANA U3BNeYEHNUS MHDOPMAaLMKM O MOBELEHUU OCHOBHBIX YYaCTHU-
KOB pblHKa. Co3AaHHan Hamu Ha3a faHHbIX BUTKOMH Ha cerofHaWHMM feHb
cYMTaeTca Haubonee NOAHOM M3 TEX, KOTOPbIE MCMONb3YHOTCS B aKadeMuye-
CKMX UCCNEAO0BaHMSX.

Mbl npoBenu Tpu 6a30BbIX dTana aHaaM3a, B KOTOPbIX OCHOBHOE BHU-
MaHue OblNo yaeneHo Hanbonee KpymnHbIM y4acTHUKAM 3KOCUCTEMbl buTtko-
WH. Bo-nepBbiX, NpoaHann3npoBanmn 06bEM TpaH3aKLMM U CTPYKTYPY CETH
OCHOBHbIX YY4aCTHMKOB Gnok4yeiHa. Bo-BTOpbIX, 3340KYMEHTUPOBAIM KOH-
LEHTPaLMIO U PErMoHasbHbIiM COCTaB MaliHepoB, 06eCcneYmMBaloLLMX LenocT-
HOCTb peecTpa bnokyelH (rpoccbyxa, nemxepa). M, HakoHeL, paccMoTpenu
KOHLIEHTPaLMIO CODCTBEHHOCTU KPYMHERLIMX AepxKaTeneid GUTKOMHOB.

O6bEM TpaH3aKLMit U CcTPYKTYpa ceTu ButkouH. [1nq Hauana Mbl ycTa-
HoBMAK, YTo 90% 0OBEMA TpaH3aKumit B OnokyeiHe BUTKOMH He npuBA3a-
HO K S3KOHOMMWYECKM 3HAYUMOMN AEATENBHOCTU, HO ABSIETCS MOBOYHLIM Mpo-
LYKTOM KOHCTPYKUMU DUTKOMH-MPOTOKO/IA, @ TaKXKE aHOHMMHOCTLIO yYacT-
HUKOB. [MockonbKy 610KYENH BUTKOMH — 3T0 NyBNUYHBIN peecTp (rpoccbyx),
BCE NOTOKM onnaThl MeXAy afpecamu npekpacHo Habnopatotes. Cnepoea-
TeNlbHO, MHOFME OWTKOMH-MOMAb30BATENM MPUMEHSIOT CTpaTerMu, npeaHa-
3HaYeHHble 415 NPEeAOTBPALLEHMA UX OTCIEXMBAHMUS, NEPEMELLAs CPeACTBa
Mo AMHHBIM LIEMOYKAM M3 HECKOJbKWMX a[pecoB W pasfenss naaTexu
MeXZy HWMW; B pesysbTaTe yero B OOSbLUIOM KONMYECTBE FEHEPUPYHOTCA
NOXHble 06bEMbI TpaH3akuMiA. Mbl paspaboTanu anropuT™el Ans nx Gub-
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Tpauum M OUKCALUMM SKOHOMMYECKM 3HAUYMMbIX MaTeXEN, MPOBOAMMBIX
MeXAay peanbHbIMU OpraH13aLUsaMU.

Mbl foKazanu, YyTo nogdaenstollee GONbLIMHCTBO OUTKOMH-TPaH3aKLMiA
Mexay peanbHbiMU 00bEKTAaMM MpefHa3HAYeHOo A TOProBbIX M CreKyfs-
TMBHbIX Uener. Hauunasa ¢ 2015 r. 75% peanbHoro obbéMa TpaH3aKLMIA
BUTKOMHOB ObINIO CBA3AHO C BUPXKaMKM UM NOAOOHBIMKU DUPXKaM 0ObEKTaMM,
TaKMMU KaK OHNaH-KOLWENbKM, BHEOMPIKEBbLIE CTOJbI, KPYMHbIE MHCTUTYLIMO-
HanbHble Tpenrgepbl. [pyrMe M3BeCTHble OpraHM3alMM HECYT OTBETCTBEH-
HOCTb TOJIbKO 33 HE3HaUYMUTESbHYIO YacTb OT obllero obbéma. Hampumep, He-
3aKOHHbIe TpaH3aKLUMM, MOLUEHHWYECTBO M a3apTHblE Mrpbl BMECTE COCTaB-
naoT MeHee 3%. [lons 06bEMa, cBA3aHHas C MalHepaMMu, elLE MeHbLLE.

BUpXXM He ToNbKO reHepUpYOT HaubOMbLIMA OOBEM, HO M ABAAKOTCS
Hanbonee aKTMBHO CBA3aHHBIMW Y3/1laMU B CETU BUTKOMH. B YacTHOCTK, ¥ HUX
CaMblii BbICOKWMIA MOKa3aTeslb CKOHLEHTPUPOBAHHOCTM CODCTBEHHBIX 3Haue-
HWiA. KpoMe Toro, bonblias 4YacTe 0ObEMa TpaH3aKUMA COCTOMT M3 Nepe-
KpécTHoro (Mexbupxxeeoro) obMeHa. Bblcokuit Kpocc-0OMeH NOTOKOB ABAS-
€TCA CNefCTBUEM COBPEMEHHOM CTPYKTYpbl pblHKAa. B oTiMune oT Tpaauum-
OHHBIX PEry/MPYEMbIX OUPX, PbIHKM KPUMTOBAIOT COCTOAT M3 MHOXECTBA
HEUHTErPUPOBAHHbIX M HE3aBUCUMBIX OUPX 6e3 KakMx-1Mbo rapaHTUii Toro,
YTO MHBECTOPbI MOJy4YaT CaMble KPYMHble CyMMbl MPWU COBEPLLEHWM CAENOK.
B pesynbTaTe coOrnacoBaHHOCTb LiEHbl OBMTKOMHOB Ha OMp)Kax OKa3bliBaeTCA
3aBMCMMa OT apOUTPaXKEPOB M CMEKYAHTOBR, KOTOPblE YEpPe3 HUX OCYLLECTB-
NIAKOT TOproeto. B nogaepxky 3ToM Maen Mbl HarfsAHO NPOLAEMOHCTPUPOBA-
JIN, YTO TOProBAS CXOXMMM Ba/OTHbIMM MapaMM MMeeT Oonee BbICOKMIA
KpOCC-0OMEH.

HaluM oueHKM HE3aKOHHbIX TpaH3aKLMA HaMHOro MeHbLUEe, YEM YKa-
3bIBAeTCs B APYrMX UCTOYHMKAX (Hanpumep, [1]). OaHa “3 nNpuunH Takoro
pa3fiMuMs 3aK/YaeTca B TOM, YTO Mbl pacrosiaraeM ropasgo bonee no-
OPOOHBIM M MCYEPMbIBatOLWE MOJAHBIM AOKYMEHTOM MAEHTUPMKALMM yyacT-
HWKOB BnokyelHa. B yka3aHHOM e paboTe aBTOpbl ONMPAIOTCS Ha YCAOBHO
BbIYMCASIEMYIO CETb, B KOTOPOM N060iM BUTKOMH-aapec peKypCMBHO Knac-
cubUUMpYETCA KaK NMpUHaANeXalMid He3aKOHHOMY obObekTy, ecin 0osib-
LUMHCTBO €ro TpaH3aKLMM OCYLIECTBIAETCA C aApecamMu, paHee MpU3HaH-
HbIMWU He3aKoHHbIMW. OfHaKo 3TOT MeToAd MPUMBOAMT K 3HAUMTENbHOMY 3a-
BbILLEHWIO HE3AKOHHbIX 0ObEMOB, MOCKOJbKY HE UAEHTUDUUMPYET pasiu-
Yus MeXAy peasibHbIMU MOJIb30BATENSAMU U JIOXKHbBIMMU.
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Mbl [OKazanu, YTo CKOHLEHTPUPOBAHHOCTb COOCTBEHHbLIX 3HAYEHWI
MOXET CIY>KMTb HOBLIM M MONE3HBIM NOKA3aTENEM AN paHXMPOBaHUA 06b-
éMa 1 BaXXHOCTM OBMEHOB, MOCKO/IbKY OH OCHOBaH Ha Kpocc-bupxe noTo-
KOB OMTKOMHOB B O/IOKYeiHE M MO3TOMY, BEPOATHO, bydeT boee ycTonum-
BbIM K MaHWUNYAALMU, YEM LpYrre Mepbl.

CW/bHas B3aMMOCBSA3aHHOCT BUPX MMEET BaXKHble MOCNEACTBUS ANS
obecneyeHuns Npo3payHoOCTM U OTCIEXMBAEMOCTM TpaH3aKUMM, a B ocoben-
HOCTM Ans obecrieyeHusr cobMtOJEHM HOPM «3Hal CBOEro KAMeHTay
(KnowYour-Customer, KYC) Bo Bcelt ceTu. B HacTosilee BpeMs aKLeHT B
PErYAATOPHBIX YCUAKSX Mo obecrneyeHuto 6onbliel NPO3payvHOCTU LOCTU-
raeTcs NoCpPeacTBoM COBNOAEHWUS STUX HOPM M HaNOrOBOW OTYETHOCTM O
NpUpoCTe KanuTasa Ha YPOBHE OTLENbHbIX YUYPEXAEHUN, TaKMX KaK BUPXKM
MK nnaTéxHole cucteMbl. OfHaKO, €C/IM NOb30BaTENM BUTKOMHOB CMOTYT
cB0bOJHO TOProBaTh PEryMpYeEMbIMU U HEPETYIUPYEMbBIMU BUPXKAMU faxe
CO CTPaHaMW C pasHbIMKU YPOBHAMMK NMpaBonpuMeHeHUs, 3ddekTBHOE pe-
rynnpoeaHue cuctemoit KYC MoXeT oKa3aTbcsl HEBO3MOXHbLIM Ha YpPOBHE
OTLAENbHBIX UHCTUTYTOB.

lns n3yyeHuna noToKoB Ha pbiHKE BUTKOMHOB Mbl MCMONb30BAM B Ka-
yectBe npuMmepa Hydra Market, koTopasa aBASETCS OQHOW M3 KPYMHEMLIMX
TOProBbIX MAOLLAAOK B AapkHeTe. Haw aHanuz mokasas, YTo Haubonbluee
KOJMYECTBO OpraHM3aLMi, HanpsMylo B3aMMOLEWCTBYIOLUMX C MOSb30BaTe-
namm Hydra Market, B ToM umcne Binance n Huobi - gBe kpynHeiwmue
OUpPXM B MUpe, He aBnsatoTca bupxkamu, cobmopatowmmn KYC. Kak Tonbko
(bMHaHCOBbIE MOTOKM MOCTYNaKT Ha 3TM BUPXM, OHU CMELUMBAIOTCA C APY-
TMMUW U CTAHOBATCS BUPTYaslbHO HE OTCIEXMBAEMbIMM, @ MOTOMY MOTYT ObITh
OTNpaB/ieHbl BMNOCAEACTBMM KYyAa YroAHO, AaXe Ha OMpXu, KoTopble npw-
MeHawoT HopMbl KYC. HanpoTtus, npsiMoe B3auMMofencTBue OUpXK, cobito-
parowmx KYC, taknux kak Coinbase uam Gemini, ¢ nons3oatensamm Hydra
Market BecbMa ckpoMHo. Ho MX KOCBEHHOE B3aUMOAENCTBME C MOTOKaMM
pbiHka Hydra Market 3HauyuTensHo Honblue, Tak Kak 3T NOTOKM Hanpaens-
OTCS Yepes CeTb HELONITOBEYHbIX KNAacTePOB, CO3AAHHbIX UCKOYUTENBHO C
LeNbto 3anyTbiBaHMS MPOUCXOXKAEHWS STUX CPEACTE.
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DTW pe3ynbTaTbl MOKA3blBAOT, YTO OpraHM3auMu, He MOLAEepPXMBato-
wue KYC, cnyxaTt WA3oM 418 «OTMbIBAaHUSA» OEHEr M OPYIUX KCEepbIX»
LeWCTBMIA. [eueHTpasM30BaHHbIM XapakTep npoTokona BbUTKoWH ynpoluaet
paboTy 3TUX YUYPEXOAEHUH — UM HYXHO TONbKO MMETb CBOM CEpBEPLl B
CTpaHe, B KOTOPOW BNACTU FOTOBbI MUPUTLCA C MX CyLLUeCTBOBaHMEM. Ecaum
KOMMaHWsM, BbINOHAOLWMM HopMbl KYC, pazpelleHo NpUHMMaTh NOTOKM OT
opraHunsaumii, KoTopble He cobtofatoT ctpormve Hopmbl KYC (@ 3To UMeHHO
TaK Ha TEKYLLMIA MOMEHT), TO UMPPOBOMN CNel UMEET OYEHb OrpaHUYEHHOE
B/MSIHME Ha MpeaoTBpalleHMe MOCTYNNEHUS B LUMpOKoe obpallueHue co-
MHMWTENbHbIX MNOTOKOB.

[axke ecn opraHusaumaM, BbinosiHAoWMM HopMbl KYC, byaeT paspe-
WEHO MUMETb AENO UCKOUYUTENbHO C OpraHM3aLMaMu, TakKe BblMOHSIO-
wmMn HopMbl KYC, npenoTepaTTb MPUTOK MCMOPYEHHBbIX CpencTe bynet
MOYTU HEBO3MOXHO B C/ly4ae, EC/IU Bbl HE FOTOBbI K CTPOrMM OrpaHUYEHMaM
Ha COBEpLUIEHWE CLENOK WM YCTAHOBNEHWIO KOHTPONN HaL COBEpPLUEHWUSIMK
BCEX TpaH3aKUMI (MOXOXMe CXeMbl paboTbl NPefoCTaBASOT Takue KoMna-
Huu, kak Bitfury Crystal Blockchain uau Chainalysis). MNoTeHumanbHas pea-
NIN3aLMa Takoro pexuma npeanosaraet, YTo 06beKTOM MOHUTOPUHIa HB10K-
yelHa cTaHyT Ae-aKTo AOBEpPEHHbIE CTOPOHLI, HEOOX0AUMblE AN byHK-
LIMOHUPOBAHUS CETU BUTKOMH.

Coctae 6UTKOMH-MaiiHepoB. Ha BTOpoM 3Tame aHanuza Mbl UcCneno-
Ba/M KOHLEHTPALMIO M pErMoHanbHbIA COCTaB BUTKOMH-MaliHepoB, KOTo-
pble HECyT OTBETCTBEHHOCTb 3a 0b6paboTKy M MPOBEPKY TpaH3aKUMA CEeTH
BUTKOWMH M nofaepKMBaAIOT €€ LEeNOCTHOCTb, 33 YTO MOJYYatoT ornaTy B BU-
[le BHOBb CO3[aHHbIX BUTKOMHOB.

MpoBepka MpoTokona CeTM BUTKOMH MO3BOAMNA YCTAaHOBMUTL, YTO €&
bYHKUMOHMPOBaHME TpebyeT YecTHOCTM paboTbl AELEHTPaNM30BaHHbIX
MaiHepoB M He3ynpeyHocTU BeAeHUs yuéTa ByxXranTepckoi KHUrM BUTKou-
HoB. B ciyyae HapylleHMs MexaHW3Ma ynpaBaeHUs cucteMoi huHaHcoBas
cTabunbHOCTL M Be3onacHoCTL cOepexeHUit MOryT oKa3aTbCsl NMOA, YrpO30i.

Mo3ToMy Ba)KHO MOHWMATb, HAaCKOAbKO CKOHLEHTPUPOBaHbI MalHUHIO-
Bble MoWHOCTU. B paHee onybnaunkoBaHHbIX paboTaX OCHOBHOE BHUMaHMeE
YAENSNOCh KOHUEHTPaLMM MaiHUHIOBLIX NyNoB. o AM3aitHy cMcTeMbl BEpO-
STHOCTb MOAYYEHUA BIOKA MU MONYYEHUN BOZHATPaXKAEHWS 3a BIOK B LIENoUKe
BUTKOMHOB NPOMOPUMOHAAbHA MOLHOCTU XELUMPOBAHMS, 3aTPayMBaEMOro
Ha [obblyy. 370 JAET MalHEpPaM BO3MOXHOCTb 0ObeAMHEHUS CBOMX BblYMC-
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JIUTENBHBIX MOLLHOCTEN M COBMECTHOrO CTpaxoBaHus Apyr apyra. Kak cnepn-
CTBUE, B MaliHWHre BnokyeliHa BUTKOWH NpeobnaaatoT MaiHWHIOBLIE MYbI.

Ho B TO Bpems kak nynbl PYHKUMOHMPYKOT KaK arperaTopbl XeLll-
MOLLHOCTW W, C1el0BaTE/IbHO, MOIYT OKa3blBaTb CYLLECTBEHHOE B/IMSIHUE Ha
NpoTOKON BUTKOMH, OHM He 06a3aTeNbHO KOHTPOSIMPYIOT CBOMX MalHEPOB.
Kak cooblaeT [2], BnacTe onepatopa nyaa No OTHOLUEHUIO K MalHepy 3a-
BMCWUT OT NErKOCTWU, C KOTOPOW MaiHepbl MOryT nepeMeLlaTh MOLLHOCTb
MeXay ny/aaMu, 4To, B CBOK oYepefb, 3aBUCUT OT OCHOBHOMO pacrnpenene-
HMS MallHEPOB MO pa3Mepy.

B oTanume ot obLienocTynHoCcTH MHbopMaLmMK o nynax Ans MalHWUHra,
nHbopMaLmm o6 oTAENbHBIX MaiHepax noka HeT. X uaeHTudukaums ocy-
LLeCTBASIETCH NYTEM OTCNEXMBAHWA pacrnpefeneHns BO3HarpaxaeHun 3a
MalHUHF oT 20 KpynHEWWMX MaMHMHIOBLIX NMYJ0B A0 MaWHEPOB, KOTOpbIE
Ha HMX paboTatoT. [oCcKobKY KaXabli Myn UCMNOAb3YET CBOW anroputM Ans
pacnpefieNeHUs BO3HarpaXXAeHWM, Mbl CO3aNnu OTAE/bHbIe aAropuUTMbl Ang
KaXaoro nyna. HackonbKo HaM W3BECTHO, 3TO MepBOe UCC/efoBaHue, B
KOTOPOM YCTaHOBJIEHA TOYHAA CBA3b MAalHEPOB C UX MyNaMu A8 MaWHUHIa.

Haubonee kpyrnHble 10% MaitHepoB KoHTpoaupytoT 90% MalHWHIO-
BbIX MoluHocTen u Bcero 0,1% (okono 50 maliHepoB) - npumepHo 50%
MalHWUHIOBbIX MolHOCTel. Kpome Toro, sta KOHLEHTpaumMs MOLLHOCTH
MaWHWHIa SBASETCA KOHTPUMKAMYHOM M 3aBUCUT OT LiEHbI BUTKOMHOB. OHa
YMEHbLUIAETCA MOC/E PEe3KOro pocTa LeHbl HUTKOMHOB U YBEIMYMBAETCA B
nepuoabl LeHonaaeHus. TakuM obpazoM, pUcki aTaku Ha BNOKYeiH (aTaku
51%) yBennmumneatoTcs Npu pe3koM NafeHuu LeHbl BUTKOUHA.

Kpome Toro, Mbl AoKazanu, YTo CyLLeCTBYET 3HauuTeNbHas reorpaduye-
CKas knactepusaums MaiHepoB. Kak mokasan Hall aHafius, nofaBagwollee
HONbLWMHCTBO MAaHWMHIOBbLIX NYNOB 3aperucTpnpoBaHo B Kutae (o1 60% no
80% no aaHHbIM Ha 2015 r. — anpenb 2020 r.). OfHako 3To COBEpLUEHHO He
03HaYaeT, YTo MalHepbl AOMXHbI HAX0AMTbCs TaM xe. OCHOBHble AaHHble 06
UX MECTOHaXOXAEHUM MONTyYeHbl MYTEM aHanu3a |P-agpecoB M3 HecKonbKMX
n3bpaHHbIX Mynoe. B TOT MOMEHT, Korfa MalHep MOAK/IYAETCA K cepBepy
nyna, onepaTop MOXeT BuAeTh |P-agpec MaliHepa (ecivM MaliHep He UCMoNb-
3yeT VPN-agpec). OnepaTop nyna MoXeT WMCMonb30BaTth 3TOT |P-agpec ans
onpeneneHus reorpaduyeckoro nonoxeHus. MMes BO3MOXHOCTE OTCAEXM-
BaHWS aApECOB MalHEPOB W TpaH3aKLUMK BUTKOMHOB, Mbl MOXEM BWAETD, Ha
Kakux Oupxax oHM 0BHanMuMBatOT CBOM BO3HarpaxaeHus. Kak npasuno,
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MaliHepbl, HaxosALWMeCs B ONpefenEHHOM perMoHe, OTNPaBAtoT cBoun cbe-
PEXEHMA Ha BUPXKY, TAKKE PacrONOXKEHHYHO B STOM PErUOHE.

Y06l NPOBEPUTL NPaBMABHOCTb HAaLIEro MOAXOAA K OMpeAesneHuio
MECTOMONOXKEHMN MaWHEPOB C MOMOLLBIO OTCAEXMBAHMS TOro MecTa, rae
OHWU 0DOHaNMUMBAOT CBOM OUTKOMH-BO3HArpaXZAeHWs, Mbl WMCMOb30BaM
CTaTUCTMKY 33 anpenb 2021 r. no KMTanckor npoBuHUMKM CuHbL3sH. [Nocne
paspyLWUTENbHOM aBapuM Ha YrofbHOW LUaxXTe MpaBWUTENbLCTBO OCTAHOBUIIO
LOObIYY Yrna M OTK/OYMAC BNEKTPOCHAbXeHMEe BCero paloHa Moyt Ha
aBoe cytok. OTK/loYeHMe 3neKTpuyecTBa MOBAEKNO 33 coboll MaccoBoe
obHannunBaHue BUTKOMHOB B permoHe. ITO MOMOFI0 HaM YCTaHOBWTb, YTO
MHOTME KMTaCKME MalHepbl pacrnofiaraamcb UMEHHO 3L4eCb, BEPOATHO, U3-
33 JEeLWEBbIX MOCTABOK YIS, 33 CYET KOTOPbIX paboTatoT 31eKTPOCTaHLMMU.

KoHueHTpauus cobcTtBeHHocTH. HakoHel, Mbl M3yyunu BragesbLes
6uTKonHoB. C MOMEHTa MONBNEHUN ceTU BUTKOMH HabntogaeTcs BonbLloit
MHTEPEC K JIMYHOCTM KPYMHEWLWMX BNafenbUeB OUTKOMHOB M pa3Mepy WX
KanuTana. CylecTByroT Be6-caliThl, NOCBSLLEHHbBIE OTCIEXMBAHUIO UX aape-
COB, Ha KOTOpPbIX MyBAMKYETCS TakK Ha3biBaeMblii «OoraTbiit CMCOK», OAMH
M3 CaMbIX M3BECTHbIX W MOMYAAPHLIX CMWUCKOB B KpunTocoobuecTtee. Ho
BOMPOC KOHLEHTPaUMM CODBCTBEHHOCTM — 3TO He TONbKO Nt0BOMbLITCTBO.
C TOYKM 3peHUa ToCyLapCTBEHHOW MOAWTUKM, BaXHO, KTO MONYyuMT
HaunboAbLLYHO BbIFCAY OT MOBbLILWEHMS LiEH, KOTOpPOoe MPOM30UAET, eCU pe-
TYAMpPYHOLLME opraHbl paspelaT bonee WMpoKoe BHEAPEHWE DUTKOMHOB, —
HECKO/IbKO U3BpaHHbIX MHBECTOPOB MK LUMPOKas Nybanka?

OnpepeneHne KOHLEHTpauMM COBCTBEHHOCTM CNOXHEE, YEM MPOCTO
OTCNEXMBAHWE aBYyapoB caMblX HOrathiX aapecoB, MOCKOMbKY MHOMME W3
HUX NPUHALNEXKAT «XONO0AHbBIM KOLeNbKam» BUPXK U OHNAWH-KOLWENbKaM, B
KOTOPbIX XpaHsTcs BUTKOMHLI MHBECTOPOB. Ha ocHoBe aHanuza rpad Mbl
paspaboTanu Habop anropuTMOB ANs Knaccudukauuu anpecos, NpUHaA-
nexalimx UHAMBUAYabHbIM MHBECTOPAM WKW NOCPEeAHUKAM.

MMonyyeHHble HaMK [JaHHble CBMAETENLCTBYHOT O TOM, YTO OCTATOK Ha
cyeTax y nocpeaHukoB ¢ 2014 r. HeyknoHHO pacTéT. K kKoHuy 2020 r. oH
COCTaBWA 5,5 MAIH BUTKOMHOB, MPUMEPHO TPETb M3 HUX HaxoamTca B obpa-
WeHuK; 8,5 MIH BUTKOMHOB KOHTPONMPYETCH UHAMBUAYASbHBIMUA MHBECTO-
paMu; BbICOKA KOHLEHTPaLMA BUTKOMHOB B XOAAMHIax: 1 ThiC. KpYMHENLIMNX
WMHBECTOPOB KOHTPOJIMPYIOT OKOSIO 3 MAH, a 10 ThiC. — 0KONO 5 MJH.
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Cnenyowmii 3Tan aHanu3a MMEN CBOEW LEeNbio JOKYMEHTMPOBaHME
3BO/IOLUMKM 0OBEMA BIOXKEHWUIA Pa3MYHBIX YY4AaCTHMKOB GJioK4YelHa. B yacT-
HOCTM, Mbl pa3paboTanu anropuTMbl ANa OTAENEHWUA OXHOTO 06bEMa OUT-
KOMHOB OT peasibHOro, a 3aTeM 0Tobpasuan CETEBYIO CTPYKTYPY YYaCTHM-
koB. [lasiee Mbl OCYLIECTBMUAWM aHaM3 MalHEPOB, UX COCTaB W reorpaduye-
CKYH KOHLIEHTPaUMIO, a Takxke 3adUKCMPOBaAM KOHLEHTpaLMio cobCTBEH-
HOCTM YY4aCTHMKOB OUTKOMHOB.

DaHHble ceT butkouH. Bce TpaH3akumMM ¢ OUTKOMHaMKU permcTpupy-
0TCS B pacnpenenéHHoli nybanMyHoi kHure (rpoccbyxe). OpraHuzoBaHHble
B Onoku, oHWM pobaBnsaoTca B peecTp B cpedHeM Kaxiable 10 MMHyT.
OauH 610K COAepXXMUT HECKOJbKO ThiCadY OWUTKOMH-TpaH3aKLUMIA, BKJHOYato-
LMX B cebs CNUCOK OTnpaBUTENEM M MosiydaTesiel, NpeacTaBAeHHbIX agpe-
caMW — MCEeBAOHMMAMMU, KOJIMYECTBO OTMPaBMIEHHbBIX M MOJYYEHHbIX OUTKO-
MHOB, 3 TaKXXE OTMETKY O BPEMEHMU CAESKM.

Mbl OCYLLECTBMAIM 3arpy3Ky [aHHbIX OJIOKYelHa, MCMo/b3ys Mpo-
rpaMMHoe obecneyeHune C OTKPbITBIM UCXOAHBIM KoaoM Bitcoin Core [3] u
nporpammy BlockSci [4] ans pa3buenus HeobpaboTaHHbIX AaHHbIX Ha OT-
JenbHble TpaH3akumu. Mo ctatucTnke Ha 28 mioHa 2021 r. 6610 co3aaHo
689 Tbic. 610KOB M3 652 M/IH TpaH3aKUMI ODUTKOMHOB M 896 MAH afpecos,
opraHM30BaHHbIX B 6a3e AaHHbIX Dnok4eliHa 06béMoM bonee 379 6.

Afpec B OnokyeMHe MOXHO paccMaTpMBaTbh Kak OaHKOBCKMM CYET.
JTioboit YenoBek MOXET OTNPaBAATb OMTKOMHbI Ha N0OoM agpec. Ho YToOb
OTNpaBuTb OUTKOWMHBI C 3aAaHHOro afpeca, HY)XHO 3HaTb MapoJb, CBA3aH-
Hbld C 3TMM agpecoM. B oTanume oT HaHKOBCKMX CUYETOB ODMTKOMH-adapeca
MOryT OblTb CreHepupoBaHbl CBOOOAHO, MO3TOMY OObIYHO OAMH U TOT Xe
B/afesiell yNpaBaseT HECKONbKMMM afipecaMu, a B HEKOTOPbLIX C/lyvaax fa-
Xe [ecatkaMu MUAIMOHOB Ppa3fiMyHbiX agpecoB. CoobuiectBo buTKoMH
pa3paboTano HECKONbKO 3BPUCTUUYECKMX aifOPUTMOB A9 HazHAYeHWa aj-
PECOB OJHUM W TEM Xe opraHuM3auMsaM. B kauyecTBe OTMpaBHOM TOUKK Mbl
MCMoNb3yeM Haubonee KOHCEpBATWMBHbIM MeTOA KnacTepu3aluuM afpecos,
MpuW 3TOM BCe aapeca, KOTopble OTNPaBAaoT OUTKOMHBI B 110O0K OTAEbHOW
TPaH3aKLUMKU, CUATAOTCA NMPUHALNEXALIMMMU K OJHOMY U TOMY Xe ydupexae-
HUIO MO0 NMLY. DTW aNropuMTMbl OMpaBAaHbl MPOTOKOAOM BUTKOMH, KOTO-
pbiii TpebyeT, 4ToObl MOAMMCHIBAOWASA TPaH3aKLUMI0 CTOPOHA MMena KOH-
TPO/b Hajd BCEMM BbIXOAHBIMU aflpecaMu.
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OTMeTMM, uTO HekoTopble cepeucekl, Hanpumep Coinloin, noseonsatoT
MOJb30BaTENSIM CMELIMBATh BUTKOMHbI C MOHETaMM APYruX Mo/b30BaTeNew,
no 3ToM npuumHe nporpamMMma BlockSci msberaet Tpanzakumit Coinloin B
CBOEM aNropmuTMe Knactepuzalmm.

Ha npaktuke nonb3oBaTento o0ObIYHO [OCTAaTOMHO YKaszaTb afpec
Ha3HauyeHuWs nepeeofa U ero cymmy. CrneumasbHas nporpamma, HasblBae-
Mas KOLesbKOM, CaMa pellaeT, ¢ KaKMX afpecoB OTrpaBaaTb OUTKOMHBI,
3KBMBAJIEHTHbIE TOM CyMMe, KOTOPYIO MO/Ib30BaTe/b XOYET nepeBecTu. 3a-
TEM 3TOT NPOLECC MO3BOAAET aAropUTMy KnacTepuM3almu yCrnewHo crpyn-
MMpoBaTh BCe afpeca nonb3oeaTenei emecte. OoHaKo cneayeT noavepk-
HYTb, YTO MOJIb30BaTE/lb MOXET HAMEPEHHO CKPbITh CBA3M MEXIY CBOWMM
ajgpecaMu; B 3TOM C/yyae KNacTepm3auma OMpeaessieT TONbKO HUXKHIOH
rpaHULYy KONMYECTBA OTAENbHBIX CYLUHOCTEN (NOAEN, opraHM3aumif).

YTobbl CBSZaTh KJacTepbl aApecoB C peafbHbiMU 0ObEKTaMM, Mbl UC-
nosb3oBanu 610rM M Beb-calTbl C KPUMTOBa/JOTOM, TakMe Kak Reddit,
Blockchain.info, bitinfocharts.com, bitcointalk.org, walletexplorer.com,
Matbea.com, ona Bcex o6LEAOCTYNHBIX afpeCcOB WM3BECTHLIX KOMMAaHWIA
BUTKOWH (BMPXK, NAATEXHBIX CUCTEM, CAUTOB a3apTHLIX UIp U Ap.). Mbl go-
NOMHUAKW 3TY MHDOPMAaLMIO COBPEMEHHOW 6a30iM AaHHLIX KPUMTOCYLLHO-
ctent ot Bitfury Crystal Blockchain — ogHoro 3 Begylumx nocTaBLUMKOB
MHCTPYMEHTOB 1t 60pbbbl C OTMbIBAHMEM AEHET U aHANUTUYECKMX PELLIEHWIA
B KPMMNTOMNpPOCTpaHCcTBe. MaTepuanom AN Hallero MCCNefoBaHUs NOCIYXMUIN
1 043 cywHocTi, U3 HUX 393 OupxuM, 86 WUropHbiIX CalToB, 39 OHNaWH-
KOLWeNbKOB, 33 NnaTéXHbIX Npoueccopa, 63 nyna ansg MaHuHra, 35 MoleH-
HWKOB, 227 3N0YyMbIWNEHHUKOB, 151 HeneranbHbIA PbIHOK MM CEPBUIC.

061bEM TpaH3aKumMit 6nokueitHa. JIoKHbIi 06bEM. [IM3aliH Ga0KYelHa
BUTKOWMH U aHOHMMHOCTL MHOTUX €ro No/b30BaTeNe CO3Aat0T Maccy NOX-
Horo o6béMa TpaH3aKUMM, KOTOPbIA He MpuUBA3aH K SKOHOMUYECKM 3HAUM-
MbIM caesikaM. B 3ToM pazgene Mbl mocTapanuch onucaTb, Kak Mbl MAEHTM-
dbuuMpyeM U oToensemM 3T0T 06bEM OT peasnbHOro, TO eCTb NATEXEN 3a To-
Bapbl W ycayru u apyrue dUHaHCOBbIe NePEBObl MeX/y ABYMS CTOPOHAMM.

MMoyunTesbHO M TMOME3HO HayaTb C PacCMOTPEHMS KOHKPETHOrO
npuMepa TpaHsakumn?, wusobpaxéHHon Ha puc. 1 «TpaH3akumu

2 Btopyto TpaHzakuuio B 6noke 600000 MOXHO yBUAETH, HAaNpUMep, NO agpecy
https://explorer.btc.com/btc/block/600000.
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OUTKOMHOB U NOXHBIA ~ 0ObEM®»  (OpUrMHan  pUCYHKa  34ech:
https://www.nber.org/system/files/working_papers/w29396,/w29396.pdf).
370 TMMAMYHan TpaH3akuus OnoKYerdHa OUTKOMHOB C OONbLUMM JIOXKHBIM
o6béMoM. C apgpeca oTnpaBuTens «17A16Q..» B neBoi 4Yacti rpoccbyxa
OTNpaB/ieHbl CpefcTBa Mo TPEM adpecaM. Anpec NocneaHero U3 Tpéx rnony-
yaTenen, KOTopoMy oTnpaefseTcs Hanbonbluas cyMMa, COBMadaeT ¢ agpe-
COM OTMpaBuUTENs.

B npuBenéHHoM B NpuMep TpaH3aKUMM YYacTHUK C  afLpecoMm
«17A16Q...» oTnpaBageT BaftOTy CO cBoero 6anaHca no Cieayolnum TpEM
agpecaM: «3QKAn2.», «1F8fDp..» u «17A16Q..». CyMMa NONyYeHHbIX
CpefCTB paBHa OTMPaBJEHHOW CYMME 33 BbIYETOM HEDONbLLOW KOMUCCUM B
pa3mepe 0,001 6uTKOMHa, KOTOpaa COCTaBNSET BO3HarpaXxaeHue 3a 6/10K.

CTOWUT OTMETUTb, YTO NOCNEAHMI M3 TPEX aAPECOB COBMAAAET C aape-
COM OTMnpaBuTens, To ectb agpec «17A16Q..» oTnpasnseT CoNblLIyto YacTb
cBoero HanaHca caM cebe. IT0 03HaAYaET, YTo ObWMIA 0ObEM JaHHOW TpaH-
3aKUMKM B BNOKYeiHe AOCTaTOYHO BOMbLIOKH, OAHAKO SKOHOMMYECKM 3HAYM-
Mblli (peanbHblit) 0ObEM, FeHepUpyeMbIi B pe3ynbTaTe TpaH3akLmK, TO ecTb
0BMeH Mexay pazHbiMU 0bbEKTaMM, HEBEWK.

BbieynoMsHyTas cuTyauus, KOraa yYacTHUK OTMPaBAsIET CBOIO CyMMY
camoMy cebe MM Ha Apyrol afpec, KOHTPONUPYEMbIA OAHUM U TEM XKe
NMLLOM, OYEHb pacnpocTpaHéH. OTYacTi 3To CNeACTBME KOHCTPYKLMM Mpo-
Tokona BbUTKoWH. HenoralleHHbIM ocTaTok MO afpecy He COXpaHAeTcs, Ho
PacCUMTbIBAETCS M3 BCEM UCTOPUM TPaH3aKLMIM, CBA3AHHLIX C 3TUM agpe-
COM, U ByOeT BUAEH NpU MpocMoTpe peecTpa OWUTKOMHOB. [N BbluMCAK-
TENbHON 3PPEKTUBHOCTU BUTKOUH-MPOTOKON MO3BOAET OTNPABAATL TONbKO
TE CYMMbI, KOTopble OblaiM paHee nosyyeHbl AaHHBIM agpecoM. Hanpumep,
NpeanofioXunM, YTo Ha aapec paHee OblIM noayveHbl 5, 7 1 10 OUTKOMHOB,
MOSTOMY HeroralleHHbIM ocTaToK cocTaBnseT 22 BuTkomnHa. Utobbl oTnpa-
BUTb 8 BUTKOMHOB C 3TOro ajpeca, MOXHo nMbo oTnpaeuts 10 BUTKOMHOB,
b0 Nobyo U3 cneayroWwmMx AMHERHbIX KoMbuHaumin: 5+ 7,5+ 10,7 + 10,
5+ 7 + 10. Tak Kak B n0boM cfiyyae cyMMa npeBbillaeT 8§ BUTKOMHOB, OT-
NpaBuTENO0 HEODBXOAMMO CcOBpaTh pazHULY, UCNOb3Ya OAMH U3 CBOMX aj-
PECOB. 3TOT MPOLLECC CO34aET BoMblICE KONMYECTBO IOXKHOFO 06bEMA, KO-
TOPbIW CKPbIBAET UCTUHHbINA 0OBEM TpaH3aKLMiA B Lienoyke 6710K0B.

Eweé opHa pacnpocTpaHEéHHaa MpUYMHA BO3HMKHOBEHWA JIOXKHOMO
0bbEMa — 3TO aHOHMMHOCTb YY4aCTHWKOB BsioKkueliHa. [ockonbKy BroKYelH
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BUTKOMHOB ABNAETCSH MYOIMYHOWM KHUIOM, BCE MOTOKM NIaTeXerW mexay af-
pecaMu npekpacHo HabnwogatoTcs. [Mo3ToMy MHOrMe Mosb30BaTeENU BbiOU-
patoT CTpaTeruu, NpefHa3HavyeHHble A9 NpefoTBPalleHMA OTCNEXMBAHUS
NOTOKOB OBUTKOMHOB.

PaccMoTpuM, HanpuMep, CUTyauumio, Koraa xakep TpebyeT, 4tobbl nna-
TEX OT KOMMaHWK Obla OTMpaBaeH Ha agpec OMTKOMHOB, KOTOPbIM OH KOH-
TponupyeT. [ockonbKy afapec BbiKyna SBAAETCS 0OLEeaoCTYNHOM MHpopMa-
LUMeN, eciM XaKep MO3Xe OTNPaBUT OUTKOMHBI C 3TOrO afpeca TPEeTbeMY
JI1LY, CTOpOHa MOXET IETKO 3aABUTb, YTO CPEACTBA MOCTYMNakoT B pe3y/ibTa-
Te HEe3aKOHHOM AeATENbHOCTU. YTOObI 3TOrO He MPOM30LW0, Xakepbl YacTo
MbITAKOTCA CKPbITb TPACCMPOBKY, CO34aBas HECKOILKO afpecoB WU pa3nensas
nepBoHavasbHbl4 B3HOC MEXAY HUMM. ITOT npouecc obblYHO MOBTOPSAETCA
MHOro pas, B pe3y/bTaTe Yero BO3HMKAOT TaK Ha3blBAEMble KLEMOYKMU OT-
ClavBaHus®», Koraa CpeacTBa NepemMellaroTca Ha OoJblioe pacCcTosiHUe OT
O[IHOrO agpeca K ApYroMmy, YTo NpMBOAMUT K MOSBAEHMIO DOBLIOTO KoMYe-
CTBa 3anucei GUKTUBHbIX apecoB B BYXranTepckom KHUre.

Llenoyku oTcnamBaHMs TakKe LUIMPOKO MCMOJb3YHTCS MHOTMMMU GuMp-
amu, Takumu Kak Coinbase n Kraken, 1 MHOrMMM nynamMu MalHWHra. 3Tu
YUYPEXOEHUA KaXAbIA pas3, KOrAa UM HYXKHO CO34aTb M3MeHeHMs (Kak B
TpaH3aKUMM Ha puc. 1), reHepupyIOT HOBLIM aapec BMECTO MOBTOPHOMO MUC-
Mo/Ib30BaHMA CTaporo agpeca. 3aTeM 3TOT HOBbIM afipec NMpUMEHSETCA 419
OTMNpaBKKW CPeACTB APYrOMYy JIMLY, U M3MEHEHUA coDMpatoTcs no Apyromy
HoBOMy afpecy. [Npouecc obbIYHO NOBTOPAETCA MHOIO pas, Nnoka He byaer
M3pacXoA0BaH BeCb NepBOHaYasbHblM GanaHc. Agpeca B LienoYkax oTcnam-
BaHMA 0ObIYHO MCMOJb3YIOTCS TOJIbKO A/ MIHOBEHHOMO MOMYYEHUA U He-
MeOJIEHHOW OTNPaBKM DUTKOMHOB C TUMMYHBIM CPOKOM cayObl 10 Yacos.

CywecTByeT ABa crnocoba y4éta TpaH3aKUMiA LENOYKM OTCIamBaHUS.
NepBblit cnocob npepdnonaraeT BO3MOXHOCTb M3MEHEHMWS anroputMa Kna-
cTepu3aumu, 4Tobbl 406aBUTL adpeca B LENOYKaX OTCAaMBaHWUA K COOTBET-
CTBYHOLUMM KiacTepaM. [Ipyroi noaxof, KOTOPOMY Mbl C/IeyeM B 3TOW CTa-
Tbe, — 3TO BO3BpPaT MEPEXOAOB B LIEMOYKaxX OTC/AaMBaHWUA A0 MCXOAHbIX
KacTepoB WM OTOpacbiBaHWe BCEX JIOObIX MPOMEXYTOYHBIX aApecoB W3
JanbHeMwero aHanusa. [na 3toro Mbl pa3paboTanu 3pdEKTUBHBIN peKyp-
CWBHbIFA anropuT™, NoAPOOHO OMUCAHHbINA HUXKE.

BblaeneHue Lenoyek oTCNanmBaHUs CHUXKAET BbIYMCAMTENbHYIO Harpys-
KY UM NPWBOAMT K 3HAYMTENBHOMY COKPALLEHWIO aAPECOB M KNacTEPOB.
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McxoaHaa 6aza AaHHbIX HacuuTbiBaeT 896 MJIH aapecoB, 0fHaKo ec/v yaa-
JMTb afpeca B LEMOoYKax oTcnaumBaHus, noayumtca 640 MaH. DTM agpeca
npuHagnexat 189 mMnH knacTepos, U3 KoTopbiX 116 MAH aBAAOTCA O4HO-
a4peCHbIMM.

Ha puc. 2 «PazpeneHne o6bEMa Ha KOMMOHEHTbI: BHYTPEHHUIA, CKBO3-
HOW ] peanbHbliA 00BEMY (opuruHan PUCYHKa 30€ch:
https://www.nber.org/system/files/working_papers/w29396,/w29396.pdf)
noKazaHo pasfoxeHue obllero obbéma HioKYeiHa BUTKOMH Ha To, YTO Mbl
Ha3blBaEM BHYTPEHHWM/CKBO3HbIM/peaNbHbIM 00BbEMOM. BHYTpEHHUA 00b-
€M — 3T0 00bEM, KOTOPbIK CO34aETCs, KOraa KNacTep oTnpaBaseT OUTKOUHbI
caMoMy cebe. CKBO3HOW 00BEM — 3TO MepexoAHbli 0ObLEM, CBA3AHHBIN C
oTC/laMBaloWMMMKCA LenaMu. HakoHel, peanbHblii 06bEM — 3TO OCTaBLUMIACS
06bEM, KOTOpbIM MpeacTaBaseT coboli nepesoasl Mexay knactepamu. OH
cocTaBnsgeT Tonbko 10% oT obwero obbéMa OBUTKOMHOB Ha 6nokyenHe;
90% 06bEMa He NPpUBA3aHbI K SKOHOMUYECKM 3HAYMMBIM CAESIKAM.

BepxHas (opaHxeBas) 4acTb Ha PUCYHKE MOKA3bIBAET CKBO3HOU 0Ob-
€M, KOTOpbIA CO034aéTca, Koraa nonb3oBaTeNM NepeMeLlaloT CBOW CPeacTBa
Mo [/IMHHBIM LienoyKaM U3 HECKOJbKMX afapecoB (TaK Ha3blBaeMbIM OTLUe-
NYLWMBAOWMM LEMOYKAM) U OenaT MeXAY HUMM nnaTexu, Yytobbl npensr-
CTBOBATb OTC/IEXMBaHUIO NoTokoB. (nefyolas yacte (KEnTas) NokasbiBaeT
BHYTPEHHMI 0ObEM, KOTOPbIW reHEPUPYETCS, KOrAa Nonb3oBaTenb (Knactep)
OTrpaBnseT caM cebe BUTKOMHbI. HakoHeL, ocTaBLasica YacTb (3e/eHast) —
HacTosWLMIA (MCTUHHBIN) O0BBEM, KOTOpLIM MpeacTaBnseT coboi nepeBonbl
MeXay KnactepaMu, KOHTPOAUPYEMbIMM Pa3HbIMU NOb30BATENSIMM,

Mybnukaumsa pesynbTaToB MacluTabHoro aHanusa cetv butkomH byaet
NPOAOMKEHA B CIeAYIOWMX HOMEpaX XypHana.

[lepesod A. U. 3emckosa, [TTHTE Poccuu
(Mpodonnerue 8 cnedyowux HoMepax ¥ypHana.,)
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Abstract. The detailed analysis of the Bitcoin network and its main participants.
The expert authors (Ilgor Makarov, London School of Economics, Antoinette
Schoar, MIT Sloan School of Management) completed the study authorized by the
National Bureau of Economic Research (NBER), the US-based private agency. The
Bitcoin network is defined as a new database comprising many of public and pro-
prietary sources to link bitcoin address to real object, and an extensive set of al-
gorithms to extract information on market key players behavior. Three major
pieces of analysis of the Bitcoin eco-system were conducted. First, the authors
analyze the transaction volume and network structure of the main participants on
the blockchain. Second, they document the concentration and regional composi-
tion of the miners which are the backbone of the verification protocol and ensure
the integrity of the blockchain ledger. Finally, they analyze the ownership concen-
tration of the largest holders of Bitcoin. The researchers found that 1/3 of all
bitcoins issued were owned by 10,000 individual investors. They conclude that
the high concentration makes the first cryptocurrency market vulnerable to hypo-
thetical hacker attack. The translator notes that paraphrasing English text in Rus-
sian was rather challenging due to the newness of the financial agenda and intro-
duction of the term entity extensively used in the Western countries though new
to Russia. Nevertheless, it is necessary to introduce readers to the bitcoin tech-
nology which will be also practical and useful for the library and information
community.

Keywords: cryptocurrency, bitcoin, blockchain, transaction, miner, multiple
ownership
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Introduction

Cryptocurrencies have seen a remarkable growth in value and public
attention since their inception more than a decade ago. Opinions about the
impact of cryptocurrencies range all the way from being a revolution in
financial access to a threat to financial stability and monetary policy.
A distinguishing feature of cryptocurrencies is the promise of a decentral-
ized system of payments or store of value outside the traditional nexus of
government scrutiny. The blockchain technology at the heart of cryptocur-
rencies replaces the reliance on a few centralized record keepers, such as
banks or credit card networks, with a large set of decentralized and anony-
mous agents. The absence of centralized accountability and the anonymity
of its users are often viewed as major benefits by crypto supporters, but it
hinders the timely diagnosis of the health of the system, generates many
challenges for regulators, and introduces new sources of systematic risk.

Bitcoin, the original cryptocurrency, is still the largest and most pop-
ular coin, with a market cap that is larger than all the other coins com-
bined. It is often seen as a template or point of comparison for other new
coins. Many industry participants are now calling for even wider Bitcoin
adoption, either as a public investment vehicle or legal tender.
These pressures put regulators who want to find the right balance be-
tween protecting the public interest and allowing innovation in a difficult
position. There are still many open questions about the utilization of
bitcoin, its ownership concentration as well as the structure of core enti-
ties that form the backbone of the Bitcoin ecosystem, despite being in
existence for more than ten years. A better understanding of the Bitcoin
network and its participants is required for any decision about how and
whether to integrate Bitcoin into the traditional financial system.

In this paper, we aim to shed light on these open questions by de-
veloping a novel database that allows us to document the evolution of
the Bitcoin market and its different participants over time. To build this
database we use a large number of public and proprietary sources that
link Bitcoin addresses to real entities and develop a suite of algorithms that
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use the semi-public nature of the Bitcoin blockchain to extract information
about the behavior of the main market participants. We believe that this is
the most complete Bitcoin database used in academic research to date.

We conduct three major pieces of analysis that focus on the main par-
ticipants of the blockchain eco-system. First, we analyze the transaction
volume and network structure of the main participants on the Bitcoin
blockchain. Second, we document the concentration and regional composi-
tion of miners which ensure the integrity of the blockchain ledger. Finally,
we analyze the ownership concentration of the largest holders of Bitcoin.

Transaction Volume and Network Structure. We first document that
90% of transaction volume on the Bitcoin blockchain is not tied to econom-
ically meaningful activities but is the byproduct of the Bitcoin protocol de-
sign as well as the preference of many participants for anonymity. Because
the Bitcoin blockchain is a public ledger all payment flows between ad-
dresses are perfectly observable. Therefore, many bitcoin users adopt strat-
egies designed to impede the tracing of bitcoin flows by moving their funds
over long chains of multiple addresses and splitting payments among them
resulting in a large amount of spurious volume. We develop algorithms to
filter out this spurious volume and trace economically meaningful pay-
ments between real entities on the Bitcoin network.

We show that the vast majority of Bitcoin transactions between real
entities are for trading and speculative purposes. Starting from 2015,
75% of real bitcoin volume has been linked to exchanges or exchange-
like entities such as on-line wallets, OTC desks, and large institutional
traders. In contrast, other known entities are only responsible for a minor
part of total volume. For example, illegal transactions, scams and gam-
bling together make up less than 3% of volume?®. The fraction of volume
explained by miners is even smaller.

L Our estimates of illegal transactions are much smaller than the previous literature found,
see for example Foley et al. (2019). One reason for this difference is that we have a much
more detailed and comprehensive identification of participants on the blockchain. The
prior work had to rely on an imputed network of illegal entities where any Bitcoin address
recursively is classified as belonging to an illegal entity if the majority of its transactions
is with addresses that themselves were previously classified as illegal. However, this
method leads to significant overstatement of illegal volume, since it does not discrimi-
nate between real users and spurious volume.
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Exchanges not only generate the most volume, but they are also the
most connected nodes in the Bitcoin network. In particular, they have the
highest measure of eigenvalue centrality?. Furthermore, a large fraction
of exchange volume consists of cross-exchange flows. The high cross-
exchange flows are the consequence of the current market structure.
Different from traditional, regulated exchanges, cryptocurrency markets
consist of many non-integrated and independent exchanges without any
provisions to ensure that investors receive the best price when executing
trades. As a result, the consistency of the Bitcoin price across exchanges
depends on arbitrageurs and speculators who trade across them. In sup-
port of this idea, we show that exchanges that trade similar currency pairs
have higher cross-exchange flows.

The strong interconnectedness of exchanges has important implica-
tions for the transparency and traceability of transactions, and especially
the enforcement of KnowYour-Customer (KYC) norms, across the network.
The current regulatory efforts focus on creating greater transparency
through enforcement of KYC norms and capital gains tax reporting at the
level of individual institutions, such as exchanges or payment processors.
However, if users of Bitcoin can freely trade across regulated and unregu-
lated exchanges or even countries with different enforcement levels, ef-
fective KYC regulation might not be possible at the level of individual
institutions.

We use the example of Hydra Market, which is one of the largest
dark net marketplaces, to study flows in this market. Our analysis shows
that the highest volume entities interacting directly with Hydra Market
users are non-KYC exchanges, including Binance and Huobi which are two
of the largest exchanges worldwide. Once the flows arrive at these ex-
changes, they get mixed with other flows and become virtually untracea-
ble, and so can be sent anywhere afterwards, even to exchanges that en-
force KYC norms. In contrast, the direct interaction of KYC exchanges,

See Section 3.3 for the definition and details. We show that the eigenvalue centrality can
serve as a new and useful measure for ranking the volume and importance of exchanges
because it is based on the cross-exchange Bitcoin flows on the blockchain, and therefore,
is likely to be more resilient to manipulation than other measures.
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such as Coinbase or Gemini, with Hydra Market users is modest. But their
indirect interaction with flows originating from Hydra market is signifi-
cantly larger, since these flows are channeled through a network of short-
lived clusters, solely created for the purpose of obfuscating the origin of
these funds.

These results highlight that non-KYC entities serve as a gateway for
money laundering and other gray activities. The decentralized nature of
the Bitcoin protocol makes it easy for these entities to operate - they
only need to have their servers in a country where the authorities are
willing to tolerate their existence. If KYC entities are allowed to accept
flows from entities that are not following strict KYC norms (the current
state), then the digital footprint has a very limited effect on preventing
tainted flows from entering into wide circulation.

Even if KYC entities were restricted to deal exclusively with other
KYC entities, preventing inflows of tainted funds would still be nearly
impossible, unless one was willing to put severe restrictions on who can
transact with whom and make every transaction subject to the approval
of a blockchain “monitoring entity”, e. g. similar to what companies like
Bitfury Crystal Blockchain® or Chainalysis are providing. Note that if this
regime was to realize, the blockchain monitoring entities would become
de facto trusted parties essential for the functioning of the Bitcoin net-
work. But this is exactly what the Bitcoin protocol aims to overcome.

Composition of Bitcoin Miners. In a second major piece of analysis,
we study the concentration and regional composition of Bitcoin miners,
which are responsible for processing and verifying Bitcoin transactions
and maintaining the integrity of the Bitcoin blockchain. For this service,
miners are rewarded with newly created Bitcoins and transaction fees.

A proof of work protocol like Bitcoin requires a majority of decentral-
ized miners to be honest for its record keeping function to work. If a sin-
gle miner or a set of colluding miners were to command a majority of the
mining power in the network, the ledger could become controlled by the
colluding group and result in the infamous 51% attack, in which the
group can alter the previously verified records. The possibility of such
attacks creates systemic risks for financial stability and potentially even

5 https://crystalblockchain.com/
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for national security if a large fraction of citizens uses Bitcoin as a store
of value.

It is therefore important to understand how concentrated the mining
capacity is. The previous literature has mainly focused on mining pool
concentration. By design, the probability of mining a block and obtaining
a block reward in the Bitcoin blockchain is proportional to the hashing
power spent on mining. This provides strong incentives for miners to pool
their computing power and co-insure each other. As a consequence, min-
ing in the Bitcoin blockchain is dominated by mining pools.

But while pools function like aggregators of hashing capacity and
can therefore have substantial influence over the Bitcoin protocol, they
do not necessarily control their miners. As Cong et al. (2020a) emphasize,
the power that a pool operator has vis a vis the miner depends on the
ease with which miners can shift capacity across pools, which in turn de-
pends on the underlying size distribution of the miners.

Unlike information about mining pools, which is commonly available,
information about individual miners is not readily available. We identify
individual miners by tracking the distribution of mining rewards from the
largest 20 mining pools to the miners that work for them. Since each pool
uses its own algorithm to distribute rewards, we build separate algo-
rithms for each pool. To the best of our knowledge, this is the first study
that accurately links miners to their mining pools.

We show that the Bitcoin mining capacity is highly concentrated and
has been for the last five years. The top 10% of miners control 90% and
just 0.1% (about 50 miners) control close to 50% of mining capacity. Fur-
thermore, this concentration of mining capacity is counter cyclical and
varies with the Bitcoin price. It decreases following sharp increases in the
Bitcoin price and increases in periods when the price drops or. Thus, the
risk of a 51% attack increases in times when the Bitcoin price drops pre-
cipitously or following the halving events.

In addition, we show that there is significant geographic clustering
of miners. While it has been previously discussed that a large majority of
mining pools are registered in China, this does not automatically mean
that miners have to be located in China. So far, the main data about min-
ers’ location has come from the analysis of miners’ IP 4 addresses from a
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few select pools. When a miner connects to a pool server, the pool opera-
tor can see the IP address of the miner. Unless a miner uses a VPN ad-
dress, the pool operator can use this IP address to determine the geo-
graphical location.

Here, we utilize a new approach, which takes advantage of our abil-
ity to trace miners on the blockchain. Since we can trace miners’ address-
es and Bitcoin transactions, we can see at which exchanges they use to
cash out their rewards. The idea is that miners in a particular region
would most likely send their rewards to an exchange that is also in this
region. Using our approach we show that starting in 2015 and until April
2020 a majority of mining capacity, between 60% to 80% is located in
China, which is consistent with anecdotal evidence.

In order to verify the validity of our approach of identifying miner lo-
cations by looking at where miners cash out their Bitcoin rewards, we use
a recent incidence in April 2021 in the Xinjiang province of China. After a
devastating coal mining accident, the government shut down coal mining
and electricity supply for the entire area. Many Chinese Bitcoin miners are
located in this province due to the cheap supply of coal powered electrici-
ty. Of course, not all Chinese miners are located in this area and thus we
do not use it as a test of the mining capacity in China. But the shutdown
of electricity for more than two days allows us to identify a set of miners
for which we can be sure that they are physically located in China since
they had to stop their operations. Using this strategy, we confirm that
these Chinese miners, indeed utilize the cashing out policies that we had
conjectured.

Ownership concentration. Finally, we study the ownership and con-
centration of Bitcoin holdings. Since the inception of Bitcoin, there has
been intense interest in the question of who are the largest owners of
Bitcoin, and how much do they actually own. There are websites dedicat-
ed to tracking the addresses with the largest Bitcoin holdings, the so
called “rich list,” one of the most well-known and widely followed lists in
the crypto community. But the question of ownership concentration is not
only a matter of curiosity and intrigue. From a public policy perspective, it
is important to understand who is positioned to benefit most from any
price appreciation that would happen if regulators allow a broader adop-
tion of Bitcoin. Are these a select few investors or the general public?
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Determining the concentration of ownership is more complicated
than just tracking the holdings of the richest addresses, since many of the
largest addresses belong to cold wallets of exchanges and online wallets,
which hold Bitcoin on behalf of many investors. We develop a suite of
algorithms based on graph analysis to classify addresses into those be-
longing to individual investors or those belonging to intermediaries*.

We show that the balances held at intermediaries have been steadily
increasing since 2014. By the end of 2020 it is equal to 5.5 million
bitcoins, roughly one-third of Bitcoin in circulation. In contrast, individual
investors collectively control 8.5 million bitcoins by the end of 2020.
The individual holdings are still highly concentrated: the top 1000 inves-
tors control about 3 million BTC and the top 10,000 investors own
around 5 million bitcoins.

The rest of the paper is structured to first discuss the data sources
and the construction of the data set. The next section documents the evo-
lution of volume to different participants on the blockchain, in particular,
we develop algorithms to separate spurious volume from real volume and
then map the network structure of participants. In the following section
we analyze miners, their composition and geographic concentration. And
finally we document the ownership concentration of Bitcoin participants.

1. Related Literature

Our paper contributes to a fast-growing literature on cryptocurren-
cies and blockchains. Raskin and Yermack (2016) and Hardle et al. (2020)
provide a broad perspective on the economics of cryptocurrencies and the
blockchain technology they are built upon.

Budish (2018), Abadi and Brunnermeier (2018), and Biais et al.
(2019) study consensus mechanisms and limitations of the proof-of-work
protocol, the core innovation of this new technology.

Athey et al. (2016), Cong et al. (2020b), Pagnotta and Buraschi
(2018), Sockin and Xiong (2020), and Han and Makarov (2021) develop
different theoretical frameworks to study bitcoin adoption and bitcoin
pricing and highlight that beliefs about adoption are central for Bitcoin

* See Section 5 for a detailed description of the identification.
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pricing. Schilling and Uhlig (2019) propose a model, in which a cryptocur-
rency such as Bitcoin coexists and competes with a traditional govern-
mentissued fiat money.

A number of papers study the economics of Bitcoin mining. Prat and
Walter (2021) examines the relationship between the Bitcoin price and
the investment in hashing capacity. Easley et al. (2019) and Huberman et
al. (2021) develop equilibrium models of Bitcoin mining fees. Cong et al.
(2020a) propose a theory of mining pools and suggest that mining pools
escalate miners’ arms race and significantly increase the energy consump-
tion of proof-of-work-based blockchains. Ferreira et al. (2019) model the
joint behavior of miners, mining pools, and firms producing specialized
mining equipment. We contribute to this literature by developing a suite
of algorithms to identify individual miners on the blockchain. This data is
the first to trace individual miners and allows us to study their concentra-
tion and regional composition.

Similar to our paper, Foley et al. (2019) use the Bitcoin blockchain
data to examine the prevalence of illegal transactions on the Bitcoin
blockchain. Wallet-level blockchain data are also used by Griffin and
Shams (2020) to study whether tether issuance affects bitcoin prices. In
comparison to the earlier literature, we develop a novel database that not
only has a much more comprehensive classification of participants on the
blockchain, but also eliminates spurious volume. This granular data al-
lows us to attribute economically meaningful transactions more precisely
and to provide a detailed analysis of the evolution of the Bitcoin market.

2. Data

All bitcoin transactions are recorded on a distributed public ledger,
the so-called blockchain. Transactions are organized in blocks that are
added to the ledger every 10 minutes on average. Each block contains a
few thousand transactions. A typical Bitcoin transaction includes
a list of senders and recipients represented by pseudonymous addresses,
the number of bitcoins sent and received, and a time-stamp of the trans-
action.

We download the blockchain data using the open-source software of
Bitcoin Core and use the BlockSci program to parse the raw data into in-
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dividual transactions®. As of June 28, 2021, there have been 689,000
blocks of 652 million Bitcoin transactions and 896 million addresses or-
ganized in a blockchain database of more than 379 GB in size.

An address on the blockchain can be thought of as a bank account.
Anyone can send bitcoins to any address. But to send bitcoins from a giv-
en address one needs to know a password associated with this address.
Unlike bank accounts, Bitcoin addresses can be generated freely, so typi-
cally the same entity controls several addresses, and in some cases, even
tens of millions of different addresses.

The Bitcoin community developed several heuristics to assign ad-
dresses to the same entity. As a starting point, we use the most conserva-
tive method to cluster addresses whereby all addresses that send bitcoins
in any single transaction are deemed to belong to the same entity®.

This heuristic is justified by the Bitcoin protocol that requires the
party that signs a transaction to have control of all output addresses

In practice, a user typically only needs to specify the destination ad-
dresses and the amounts to be transferred. A special piece of software,
called a wallet, then decides which addresses to send bitcoins from to
cover a given amount that the user wants to transfer. This process then
allows the clustering algorithm to successfully group all user's addresses
together. It should be stressed however, that with a little bit of effort, a
user can deliberately conceal the connections between his different ad-
dresses by making sure that no two addresses are ever used in the same
transaction. As a result, this clustering heuristics only produces a lower
bound for the true number of distinct entities.

To link address clusters to real entities we scrape cryptocurrency
blogs and websites, such as Reddit, Blockchain.info, bitinfocharts.com,
bitcointalk.org, walletexplorer.com, and Matbea.com for all publicly avai-

> Bitcoin Core and BlockSci are available at https://bitcoin.org/en/bitcoin-core/ and https:
//github.com/citp/BlockSci, respectively.

6 See Ron and Shamir (2012) or Meiklejohn et al. (2013). Bitcoin mixing services, such as
Coinloin, let users mix their coins with other users, and are designed to confuse this heu-
ristic. The BlockSci accounts for that and avoids Coinloin transactions in its clustering al-
gorithm. See BlockSci documentation for more details.
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lable addresses of prominent Bitcoin entities such as exchanges, payment
processors, gambling sites, and others. We supplement this information
with the state-of-the-art database of crypto entities from Bitfury Crystal
Blockchain. Bitfury Crystal Blockchain is one of the leading providers of
anti-moneylaundering tools and analytic solutions in the crypto space.

To the best of our knowledge, we have the most complete infor-
mation about crypto entities that have been used in academic research up
to this point. Our data cover 1,043 different entities. These include 393
exchanges, 86 gambling sites, 39 on-line wallets, 33 payment processors,
63 mining pools, 35 scammers, 227 ransomware attackers, 151 dark net
market places and illegal services.

3. Bitcoin Blockchain Volume

3.1. Spurious Volume

The design of the Bitcoin blockchain and the preference of many of
its users for anonymity creates a lot of spurious volume that is not tied to
economically meaningful transactions. In this section, we describe how
we identify and separate this volume from the real volume, i. e. payments
for goods and services and other financial transfers between two parties.
It is instructive to start by looking at a particular example, see the trans-
action depicted in

Figure 17. In this transaction, the address “17A16Q..." sends its ba-
lance to the following three addresses “3QKAn2..", “1F8fDp..”, and
“17A160Q..". The amount received is equal to the amount sent except for
a small fee of 0.001 bitcoins, which is a part of the block reward. Notice
that the last of the three addresses is the same as the sending address,
that is, the address “17A16Q...” sends the majority of its balance to itself.
This means the overall volume this transaction generates on the block-
chain is large. However, the economically meaningful volume generated
in the transaction (the real volume), which is the volume between differ-
ent entities, is small.

The above situation where an address sends its balance to itself or
to another address controlled by the same entity is very common. In part,

7 This is the second transaction in block 600,000 and can be seen e. g, at
https://explorer.btc.com/btc/block/600000.
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it is a consequence of the design of the Bitcoin protocol. The outstanding
balance of an address is not stored in the address but is imputed from the
whole history of transactions involving this address by traversing back the
Bitcoin ledger. For computational efficiency, the Bitcoin protocol allows
one to send only the amounts that have been previously received by an
address. For example, suppose an address previously received 5, 7, and
10 bitcoins, so the outstanding balance is 22 bitcoins.

To send 8 bitcoins from this address one can either send 10 bitcoins, or
any of the following linear combinations: 5+ 7,5+ 10,7 + 10,5 + 7 + 10.
Since in any case, the amount is larger than 8 bitcoins the sender needs
to collect the difference using one of his addresses. This process creates a
large amount of spurious volume that obscures the true volume of trans-
actions on the blockchain.

Another common reason for spurious volume is the preference of
blockchain participants for anonymity. Because the bitcoin blockchain is a
public ledger all payment flows between addresses are perfectly observa-
ble. Many Bitcoin users, therefore, adopt strategies designed to impede
the tracing of bitcoin flows.

Consider, for example, a situation where a hacker demands payment
from a company to be sent to a Bitcoin address he controls. Since the ran-
som address is public information, if the hacker later sends bitcoins from
this address to a third party, the party could easily flag funds as coming
from illegal activity. To prevent this from happening, hackers often try to
obfuscate tracing by creating multiple addresses and splitting the initial
payment among them. This process is usually repeated many times result-
ing in the so-called “peeling chains”, where funds travel a long distance
from one address to another leading to a large amount of fictitious vol-
ume on the ledger.

Peeling chains are also commonly used by many exchanges, such as
Coinbase and Kraken, and many mining pools. These entities, every time
they need to collect a change as in the transaction in Figure 1: Bitcoin
transactions and spurious volume (view original figure here:
https://www.nber.org/system/files/working_papers/w29396/w29396.pdf),
generate a new address instead of re-using the old address. This new ad-
dress is then used to send funds to another entity, and the change is col-
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lected in another new address. This process is usually repeated many
times until all initial balance is spent. The addresses used in peeling
chains are usually used only to receive and immediately send bitcoins
with a typical lifetime span of 10 hours.

There are two ways how one can account for peeling chain transac-
tions. First, one could modify the clustering algorithm to add addresses in
peeling chains to the corresponding clusters. The other approach, which
we follow in this paper, is to backtrack volume in peeling chains to the
original clusters and discard any intermediate addresses from further
analysis. To backtrack this volume we develop an efficient recursive algo-
rithm detailed in the Appendix.

Factoring out peeling chains reduces the computational burden and
results in significant reduction of addresses and clusters. While the origi-
nal database has 896 million addresses, after we remove addresses in
peeling chains we end up with 640 million addresses. Theses addresses
belong to 189 million clusters, of which 116 million clusters are single-
address clusters.

Figure 2: Decomposition of volume: Internal, pass-through, and real
volume (view original figure here: https://www.nber.org/system/files/
working_papers/w29396/w29396.pdf) shows the decomposition of total
Bitcoin blockchain volume into what we call internal, pass-through, and
real volume. Internal volume is the within-cluster volume, that is, the vol-
ume that is generated when a cluster sends bitcoins to itself. The pass-
through volume is the transitory volume associated with peeling chains.
Finally, the real volume is the remaining volume, which represents trans-
fers between clusters. This volume accounts only for 10% of the total
Bitcoin volume on the blockchain, with 90% of the Bitcoin volume on the
blockchain not tied to economically meaningful transactions.
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