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AHHomayus. B HacTosiwen cTatbe NpeacTaBAeH NoApobHbIM aHanu3 cety bUTKouH
(Bitcoin) u eé OCHOBHbIX Y4aCTHUKOB, NPOBEAEHHBIN ABTOPUTETHLIMU CMELMANUCTa-
Mu - Uropem MakapoBbiM M3 JIOHOOHCKOM LIKOAbI 3KOHOMUKU U AHTYaHETTOM
Loap u3 MaccauyceTckoro TeEXHONOMMYECKOro MHCTUTYTa — Mo nopy4yeHuto Hauwmo-
HanbHOro 610po akoHoMuyecknx nccneposannii (NBER) — yactHoin opraHusauuu B
CLA. Cetb buTKOMH [eTepMuHMpyeTCs Kak HoBas 6a3a [aHHbIX, BKKOYakoLias
60/1blLOE KONMYECTBO OBLLEAOCTYMHBIX U NPOMNpPUETapHbIX UCTOYHMKOB ANS CBA3bI-
BaHMS appecoB OUTKOMHOB C peanbHbIMKU 0ObeKTaMM M OBLIMPHBIA HAabop anropuT-
MOB [AnS U3BNEYeHUs MHOOPMALMM O MOBELEHUM OCHOBHBIX YYACTHUKOB PbIHKA.
AHanu3 3kocucteMbl BUTKOMH nNpoBegéH Ha TPEX OCHOBHbIX 3Tamax. Bo-mepsbix,
npoaHanu3MpoBaHbl 06bLEM TPaH3aKUMi U CeTeBasi CTPYKTYpa OCHOBHbIX YYaCTHM-
KOB 6/10K4eiHa. Bo-BTOpbIX, 3a40KYMEHTUPOBAHbI KOHLEHTPALMSA U PErMoHabHbINI
COCTaB MaliHepOB, KOTOpble OCYLLECTBASIOT NPOBEPKY (BepuduKaumio) u obecneuu-
BAlOT LLeNOCTHOCTb peecTpa bnokyerHa (rpoccbyxa, nemxepa). B-tpeTbux, paccmot-
peHa KOHLEHTpauus COBCTBEHHOCTM KpyMHEeWLWunx aepxatenen OUTKOMHOB. YcTa-
HOBJ/IEHO, YTO BNafebLaMu TPETU BCEX BbIMYLLEHHbIX 6UTKOMHOB aBngoTcsa 10 ThiC.
WHAMBUAYANbHbIX MHBECTOPOB. [lenaercs BbIBOA, YTO BbICOKAs KOHLLEHTpaLus Aena-
€T PbIHOK MepBOM B MUPE KPUMTOBANIOTbI YI3BMMbIM Nepes, runoTeTM4eCcKon atakomn
XaKepoB.

HEDEBO,DHI/IK CTaTbM OTMEYAET, YTO MepesioXkeHne TeKCTa C AHIIMACKOrO A3bl-
Kal Ha DYCCKMVI Obl10 BECbMA 3aTPYyAHUTENIbHBIM B CBA3U C HOBU3HOM CbMHaHCOBOl\/’I

TEMATUKU U LUMPOKUM UCNONIb30OBAHUEM €ro aBTOpaMu paCI'IpOCTpaHéHHOFO Ha 3a-

! OpurmHanbHbIN TEKCT:
https://www.nber.org/system/files/working_papers/w29396/w29396.pdf.
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nafe, O4HAKO HOBOFO ANS Hac TepMuHa entity (CywHocTb). HecMOTps Ha AaHHbINI
($aKT, NpefcTaBnseTcs HeO6X0AMMbIM 03HAKOMUTb YMTATENlen C TeXHONornen buT-
KOVMHOB, YTO OyaeT MMeTb MpaKTUYecKylw Monb3y Ans 6ubnnoteyHo-uHPOpMA-
LLMOHHOro coobLlecTBa.

Knrouessie cnosa: kpuntoBanioTa, 6UTKOMH, BNOKYENH, TPaH3aKLMKU, MaHEPBbI, KOH-
LeHTpaLms COBCTBEHHOCTH
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3.2. PeanbHblit 06bEM

Tenepb pacCMOTPMM 3KOHOMMYECKM 3HAYMMYHO, HE JIOXKHYK 4acTb
06bEMa TpaH3aKUMi BUTKOMHOB. YTOOLI MOHATL, A8 KAaKMX Lenen UCnosb-
3yeTcs GBUTKOMH, Mbl OTCNIEXMBAEM €ro NOTOKWU MeXAy pasfMyHbIMU TUNaMK
06bekToB B Gniok4erHe. B cnucok opraHusaumin Bxoaat GMpXKM, OHNMAMH-
KOLWenbKK, NAATEXHbIe CMCTEMbI, CalTbl a3apTHBIX UIP, CEPBUCHI MUKLIMPO-
BaHWS, HeNeranbHble CepPBUCHI U NyNbl AN MaWHUHIA. Mbl naeHTUbMLMPY-
€M 3TW OpraHmM3aumMm U3 BONbLIOr0 KOAMYecTBa OOLLEeAOCTYNHbIX U KOM-
MepueCcKMUX UCTOYHUKOB, Kak OMMUCAHO B pasaene 2. [laHHble.

Takue kpunToBantoTHble 6UpxK, kak Coinbase, Binance nnn Kraken, un
oHnanH-kowenbkn Blockchain.info n BixIn sBnsoTcs npeactaBuTensMu
OCHOBHbIX TUMOB OpraHM3auMii, B KOTOPbIX OUTKOMH MOXHO XPaHWTb, a
Takxe TOproBaTtb MM. TeopeTuyeckn BUpXKM LOMKHbI NPefoCcTaBaTb NnaT-
$hopMbl oNns ToproBan GUTKOMHAMKM 33 dUaTHblEe BankOThl U pYrMe MOHETbI,
a OHNaMH-KOWeNbKU — CNeunanuM3npoBaThCs Ha cepBucax xpaHenus. Op-
HaKO Ha MpaKkTWKe pa3HULLa MeXAy HMMM 33a4acTylo HeBenuka. B 6onbLimH-
CTBe c/y4aeB 06a TMNa 06beKTOB MpefnaralT U Ty, U UHYK dyHKumu. lNo-
3ToMy B 0630pe 06 MCMONb30BaHUM OUTKOMHOB Mbl CrPYNNMPOBanN 3TU
06bekTbl BMecTe. [lnaTéxHble cucTeMbl, TakuMe Kak BitPay wnu
CoinPayments, obneryatotT onnaty OHNalH-MarasuHam, NpogaBLaM asapT-
HbIX UIPp W APYrMM OpPraHu3auMaMK, NMPUHUMAKOLWMM KPUMNTOBANIOTY Kak
CpeacTBO ONnaThl TOBApOB U yCNyr. B cnmMcok opraHu3aumin, 0KasbiBaKLLMX
He3aKOHHble YCIyru, BXOAAT TOProBble MOWAAKU B «TEMHOM» CETU, Takue
Kak Hydra Market, MHOrouMcneHHble KOLWeNbKM C MNporpamMmamMm-
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BbIMOraTensaMm M KOMMaHMK, 3aHUMaKLWMeCs MolleHHUYecTBoM. CepBUChHI
CMeLWunBaHua unu Tymbnepsl, Takne kak Bitcoin Fog n kowenék Wasabi, -
3TO CalTbl, KOTOpble MO3BONIKOT CBOMM K/IMEHTaM 0ObeaMHSATb CpPefcTBa,
4TOOGbI CKPbITb afLpec UX OTNPaBKMU.

[lpyroi cnucok yupexxaeHui u nuL, U3 YMCa OCHOBHbBIX KOMMOHEHTOB
CUCTeMbl BUTKOMH — 3TO MaWHUHI-NYAbl U MalHepbl. Mbl MaeHTUGULUPYEM
MHOMBUAYANbHBIX MAalHEPOB, OTC/IEXMBAS UX BO3HArpaXaieHWe B KpymnHen-
WKMX MAaMHUHIOBLIX Nynax (npouepypa OTCIEXMBAHMSA MAMHEPOB OMMCaHA
B pasgene 4 u B npunoxeHuu). Bcero maeHtudumumpoBaHo 248 ThbiC.
MalHepoB.

Kak obcyxpanocb paHee, MCeBAOHUMHbIN XxapakTep OMTKOMHA 3a-
TPYAHAET BO3MOXHOCTb CBSI3aTb aApec C peanbHbiM 0ObeKTOM, CTOALLMM 33
HUM. TaknuM 06pa3oMm, AEHTUPUKALMS CYLLHOCTEN SIBNSETCS HEMOMHOM no
CMbIC/Y, MOCKOMbKY MNONAraeTcs Ha T0, 4YTOo CybbekT nmMbo [06pOBOMBHO
packpbiBaeT cBOM appec, AMbo mHdpopmaumus ob agpece HOPUAMYECKOrO
nnua obHapyXKMBaeTcs B X04e B3aMMOLENCTBUA C HUM.

Ytobbl pewntb npobnemMy HenonHOM MAEHTUDUKALMKU HOPULNYECKUX
JIML, U OpraHM3auuin U ybeauTbes, 4TO Mbl HE YNyCTUAW U3 BUAY KPYMHbIX
MrpoKoB 6110K4YerHa, HaMKU BbIno NpoaHanusnpoBaHo 10 TbiC. KpyNHENLWMX
HEU3BECTHbIX KNacTepoB C HaMboNbWKWM 06bEMOM HeuaeHTUULUPOBAH-
HbIX BUTKOMHOB. M3 3TOr0 MHOXeCTBa KNacTepoB Mbl BbiOpanu Te, KOTopble
nnbo nony4yarT perynsipHbie NOTOKM OT MakHepoB, MMbo nonyyatot 6onee
50% cBoux nocTynneHuii oT U3BECTHbIX BUpX (Mnu otnpasnsT 6onee 40%
Ha M3BeCTHble BUPXKM). T NOPOroBble YPOBHU onpeneNieHbl No wabnoHam
TpaH3aKLUMIA M3BECTHbIX HAaM opraHusauuid. [ng TunmyHoi 6upxmn 53% ot-
TOKa OMTKOMHOB (OTNpaBneHwu) MAET Ha Apyrue 6upxu, a 52% nputoka
BUTKOMHOB NOCTyNaeT oT Apyrnx 6upx. 1o BCeM OCTanbHbIM OpPraHM3aLmsam
3TU uMdpbl 3HAYUTENBHO HWXKe. Hanpumep, TUMWUYHBIA UFOPHbIM CaWT OT-
npaBnseT Ha 6upxun 21%, a nonyyaeT oT HUX 29% oT obuiero noToka. Mol
0bHapyxunu, yto 4 507 knactepoB y[o0BNETBOPSIOT YKa3aHHbIM Bbille
ycnosusM. Bmecte oHM noctaBnsoT 63% OWUTKOMHOB, MOCTYNawWMx B
kpynHenwue 10 Tbic. Knactepos. B ganbHeiwem Mbl ByaeM ccbinatbCs Ha
Takue knactepbl, kak 6upxu tvna LEOTD (Likely Exchanges, OTC brokers,
or Trading Desks — BeposiTHble 6GUpK, BHEOUPKEBBIE BPOKEPBI MM TOPro-
Bble CTOJIbI).
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OcHOBbIBasACb Ha 3TOM KMacCMPUKALMM YYACTHUKOB, Mbl MOKA3bIBaEM
CpefHeMeCsYHbIM 00BbEM TpPaH3aKLMI, KOTOPbIA CO3aH 3TUMMU YUpeXaeHU-
MU B Lenouke 6nokoB ¢ Hayana 2015 r. no mant 2021 r. (puc. 3, opuruHan
pUCYHKa 30ecChb: https://www.nber.org/system/files/working_papers/
w29396/w29396.pdf). OBbEM paccumTbiBaeTCq Kak CymMMma OWTKOMHOB,
OTMNpaB/iEHHbIX OPraHM3aLMaM pas/IMYHbIX TUMNOB B OMpefeNnéHHbIN Mecs,
Ha puc. A 06béM BuTKOMHOB nokaszaH B munnuoHax (BTC), a Ha puc. B -
B NPOLLEHTaX OT 06LWEero exxemMecs4yHoro obbvema.

Mbl BUAMM, 4TO Bonblias Yactb 06bEMa reHepupyeTcs TpaH3aKLMAMM
€ yyactneM 6upx un knactepos Tuna LEOTD. O6bém, nocTynatowmmn Ha ms-
BeCTHble 6upxu, coctasnsetr okono 40% ot obuwero 06béma, ewé 20%
npuxoamTcs Ha o6béM, noctynawowmin ot 11 opraHusaumin tuna LEOTD.
Yt06bl NOAYEpPKHYTb AOMUHMPYIOLWYO ponb 6upx u LEOTD, mbl pasgenvnu
06bEM, nonagatowmin B kateroputo Other (Bce HemsBeCTHble KnacTepsbl, He
asnsowmecs LEOTD), Ha ae wactu: noctynawowmnin ¢ 6upx, LEOTD u
OCTaNbHOW. JTO pacnpefeneHne nokasbiBaeT, 4TO 06bEM OT Gupx u LEOTD
no Other 3aHuMaet ewé 20% ob6béMa. Taknum 06pas3oM, 06BLEM, CBA3AHHBIN
C Bupxen M TOproebiMM cucTeMamu, coctasnset okono 80% ot obuiero.
[Opyrum mn3BecTHbIM OpraHM3auMsM no AaHHbiM 3a 2020 r. npuHagnexur
TONbKO HEe3HauMUTeNbHas YacTb OT obwero obbéma. Hanpumep, Ha He3akoH-
Hble onepaumu, MOLIEHHUYECTBO M a3apTHbIE UrPbl NPUXOAUTCS MeHee 3%
oT obwero o6véma. [lons, cBI3aHHas C MaliHepaMu, eLLE MeHbLUE,

JTOT aHanu3 ob6bEMa OTAMYAET LOMMHUMPOBAHUE TPAH3aKLUMMA, CBS3aH-
HbIX C TOProBNEN M CO CrnekynsauMamMu B 6nokyeiHe. Ha nepsblit B3rnsg Ka-
KETCS, YTO OH pacxoamuTcs ¢ bonee paHHUMK BEPCUSIMU, pe3yNbTaThl KOTO-
pbIX YKa3blBanu Ha npeobnafaHue HE3aKOHHbIX TPaH3aKLUMii B BnokyeiHe.
B yacTtHocTw, B pabote Foley et al. (2019) 6onee 46% TpaH3aKumii CBS3aHbl
C HE3aKOHHbIMK onepauuaMu. PasHuua mMexay pacyéraMm NpoMCcXoamT Mo
[IByM npuuunHam: Bo-nepB.bix, Foley et al. (2019) HamepeHHO ucknoYaeT u3
CBOMX PACYETOB BCE CBA3aHHblE C BUpKen 06bEMBI, YTOObI COCPEaOTOUNTD-
€S TONbKO HA Onnate TOBAapoOB M ycayr. Mbl Nokasanu Bblle, YTO TOProBAs
SBNSETCS OCHOBHbIM BUIOM LeATesIbHOCTM B 60KYeiHe, MO3TOMY 3TOT Bbl-
60p CcuMNbHO MeHsieT 3HaMeHaTenb Apobu. Bo-BTOpbIX, oueHka 06bLEMOB
B Foley et al. (2019) ocHoBaHa Ha HaflyMaHHOW CETU HE3aKOHHbIX KnacTe-
poB, B KOTOPOM Nt06OM Knactep peKypCUBHO CYMTAETCS HE3AKOHHbIM, ecin
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BGONbLINHCTBO €ro TpaH3aKUMi COBEPLLAETC C paHee WAEHTUPULMPOBAH-
HbIMM HE3aKOHHbIMM KNlacTepaMu. HecMoTpsl Ha To, UTO 3TOT METoA BMeHe-
HUS| UHTYUTUBHO MPUBAEKATENEH, OH HE [AENaeT pas/vuuii Mexay peasib-
HbIMU MONb30BATENAMU M HEAONTOBEYHbIMWU TPAH3UTHLIMM KNacTepamu,
KOTOpble CYLLECTBYIOT WCK/IIOUUTENbHO AN MPECEYEHUS OTCAEXMBAHWIA.
B pasgene 3.5 Mbl NOKa)eM, 4TO 3TOT TMM MapasUTHbIX MOTOKOB O6bIYHO
COCTaBNAeT ouyeHb 6ONblIYD 4YacTb HE3aKOHHbIX cAenok. B pesynbraTe
06bEM, pacCYMTaHHbIA 3TUM METOAO0M, BEPOSITHO, 3aBblUAET 3KOHOMMYE-
CKYI0 LLEHHOCTb HE3aKOHHbIX CAENOK?.

Haw pe3ynbTat, KOHEYHO, He 03HaYaeT, YTO HEe3aKOHHas AesTeNIbHOCTb
B 6nokueriHe BUTKOUH He sBnsSieTCa NpobnemMoi C TOUYKMU 3peHUs CoLManb-
Horo obecneveHus. Mbl conupapHbl € 0bLeri 06eCcnoKOEHHOCTbIO TeM, UYTO
NCEeBAOHUMHbBIV xapakTep buTkouHa cnocobcTByeT 3n0ynoTpebneHusm,
TakMM KakK He3aKOHHas AesTeNbHOCTb, YKNOHEeHMEe OT ynnaTbl HaNoroB UK
Jaxe B3aTKU. HecMoTpsi Ha To, UuTo 06bEMBI HE3aKOHHBIX ToproB BTC ocTa-
Ba/IMCb OTHOCUTENIbHO CTabWbHBIMKM B NOC/IEAHNE HECKOBKO J1ET, CyMMa 33
HE3aKOHHYI0 AeATeNnbHOCTb B A0ANapax YBenMuWnacb, Tak Kak BblpocCnia
ponnaposas ctoumoctb BTC. Mbl BbIMMCAMAM YUCTbI NOTOK BUTKOMHOB MO
HEe3aKOHHbIM opraHusaumam B nepmog ¢ 2020 r. ¢ pa3buBKoW No TMNaM.
Mbl cuynTaeMm, 4TO Ha agpeca, MAEHTUPUUMPOBAHHbIE KaK MOLIEHHMYEeCKMe,
nocrtynaet okono 550 mnH ponnapos. Okono 16 MAH fonnapoB noctynaer
B BWOE YCTAaHOBNEHHbIX BblKynoB W 6onee 1,6 mnpa nonnapos B Buae
KTEMHbIX» NnaTexen u papkHet-cepsucos. Okono 1,7 mnpa oonnapos no-
CTynaeT Ha agpeca, CBS3aHHble C a3apTHbIMK MUrpamu, eweé 1,4 mnpa pon-
NapoB TPaTUTCA HA OMAATY 338 MUKLLUMPOBAHME.

MbI cunTaemM BaXKHbIM OLEHUTb MacWTabbl TPAH3AKLUMOHHOM aKTUBHO-
CTW, 4TOBbI NOHATb, KAKOBbI OCHOBHbIE ABUXYLLME CWUAbI, BAUSIOWME HA CTO-
MMOCTb BUTKOMHOB. Halun pe3ynbTaTbl HE MOATBEPXAAIOT MAEK O TOM, YTO
BbICOKAsl OLEHKa KPWMTOBANKOT OCHOBAaHa Ha HE3aKOHHbIX CAefikax.
Mbl npepnonaraem, 4to OGONBLWIMHCTBO OUTKOMH-TPAH3aKUMIA CBSA3aHbl CO
CNeKynaumsamMu.

2 Touoe CpaBHEHME HALUMX PE3YNbTaToB C Npeapiaylieil paboToi 3aTpyAHUTENbHO, NOTOMY
4TO Mbl UCMONB3YEM CYLLECTBEHHO 6ONbLUIMIA HABOP MAEHTUDULMPOBAHHBIX CYLIHOCTEN.

HayuyHble 1 TexHuyeckme 6ubnmnotekn, 2022, N2 10 89



3.3. UeHTpanbHOCTb ceTH

B npepbigywem pasgene Mbl nokasanu, YTo OGUpPXM KPUMNTOBANOT
HeCyT OTBETCTBEHHOCTb 33 60/bWY YacTb 0O6bEMA TPaH3aKUMI B ceTU but-
KOWH U, BEPOSATHO, ByayT Urpatb B HEWM AOMUHMPYIOLLYIO ponb. YTo6bl yTOu-
HWTb HaLe NMOHUMMaHWe ponun BUpPXK, Mbl NPOAHANU3UPOBANN CTPYKTYPY CETU
ButkonH. Mbl paccmatpuBanu Hambonee peneBaHTHble KnacTepbl, TO €CTb
KnacTepsbl, MOEHTUYHOCTb KOTOPbIX M3BECTHA W KoTopble BXoasaT B 10 Toic.
KnactepoB ¢ Haunbonblwnm 06bEMOM. C YyYETOM 3TUX OrpaHWYeHui pac-
cmotpum 11 043 yupexaeHus, BoinonHawowmx 6onee 55% ot obuwero o06w-
€Ma TpaH3aKUMi. M3-3a BbICTPO MEHSIOLLENCS 3BONIOLMU IKOCUCTEMBI BUT-
KOuMH Mbl dokycupyemcs Ha nepuoge ¢ 2018 r. go koHua 2020 r. Y Hac
octanocb 6 248 cywHoctei. Ing npeactaBneHns 3TOM CETU Mbl UCMONb3Y-
€M OpMEHTMPOBAHHbIV B3BELLEHHbIM CeTeBOM rpad, rae y3en i COOTBETCTBY-
€T Knacrepy i, a pebpo ot y3na i 40 j COOTBETCTBYET 06LWeMy NOTOKY BUTKO-
uHoB 3a nepuog 2018-2020 rr. u3 knactepa i B knactep j. [onyyeHHas
ceTb coctouT U3 6 248 y3noB n 622 Thic. pébep. Kaxaaa cywHoctb nony-
yaeT W OTMpaBnseT B cpeaHeM OMTKOMHbI ApyrMM cTa obbekTam (cM. rpa-
duk). Tpaduk 4 nokasbiBaeT NOLMHOXECTBO 3TOro ceteBoro rpaa butko-
WH. [1ng NpocToThbl MAMKOCTPALMKU Mbl OCTAaBASIEM TONBKO Y3/1bl, MOMYYMBLLIME
He MeHee 500 TbiC. GBUTKOMHOB 3a BbIOpaHHbIV Nepuos (puc. 4, opuUrMHan
pUCYHKa 30ech: https://www.nber.org/system/files/working_papers/
w29396/w29396.pdf).

CeTb caMbIx KPYMHbIX 0ObEKTOB COCTOMT U3 23 06bEKTOB U 492 pé-
bep”.

Y3en u pa3mep pebpa nponopLMoHanbHbl 06bEMY, NONYyYEHHOMY 00b-
€KTOM, U 00bEMY TpaH3aKLUMI Mexay ABYMs pasHbiMM obbekTamu. B cny-
yae, KOraa ABa Knactepa OTNPaBAST MOTOKW ApPYr ApYry, HanpaeieHue
Kpas Mexay 3TMMM KiacTepaMu COOTBETCTBYET HaubonblueMy MOTOKY, a
pebpo oTMeYeHO KPaCHbIM CErMEHTOM.

B ctatbe 4N NOCTpOEHWs 3TOM W APYruX CETEM Mbl UCMOMb3yeM naket
nporpammHoro obecneyenuns Graphia, gocTynHbii No agpecy https://graphia.
app/ (Freeman et al., 2020).

g HanpaBfieHHOM ceTh pébpa OT y3na i A0 j ¥ OT y3Na j 10 | CYUTAOTCS OTAENbHBIMU.
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N3 23 obbekToB Tpu (BitGo, Xapo u BixIn) — 370 OHNaMH-KoLWenNbKy,
18 - wuaeHTUdUUMPOBaHHbIE OMPXM, IBA — HEW3BECTHble OpraHu3auuu
(ckopee Bcero, 3TO HeMAEHTUDULMPOBAHHbIE OUPXM WMAU KPYMHbIE BHe-
bupxxeBble Kaccbl). OHM aKTUBHO B3aUMOLENCTBYIOT C U3BECTHBIMKU BUpXKa-
MW M NONYYaKT CONMUAHYK CYMMY MaiHepCKMX BO3HarpaxpeHui: 1 252
6uTKOMHA U 4 795 BUTKOMHOB COOTBETCTBEHHO.

Ha puc. 4 npounnocTpupoBaHa BbICOKast CTEMeHb B3aMMOCBSA3aHHOCTH
MeXay OCHOBHbIMW OMpPXKaMu. Mbl BUOMM, YTO OHM 0Opa3ykT NOYTM Non-
HbIA Fpad, B KOTOPOM KaXAblM y3e/ COeLMHSETCS CO BCEMM OCTaNbHbIMU.
N 310 npu TOoM, yto BUpXM paboTaloT B pasHbIX pernoHax. Hanpumep,
Bithumb u Upbit - kopenckne 6upxu; bitFlyer - anoHckas; Bitstamp,
Coinbase, Gemini 1 Kraken opueHTMpytoTcs Ha nonb3oBaTtenen us CLUA u
Esponbl, a Huobi, BixIn, OKEx u OceanEx - u3 Kurtasa. Bbicokas cteneHb
B3aMMOCBS3AHHOCTM BaXHa Ans perynupoBaHus Tpebosanuin KYC, o koTo-
pbIX Mbl CKaXkeM B pasgene 3.5.

Binance, Huobi n Coinbase aBnawoTcs KpynHeWW MMM M CaMbiMK aK-
TUBHbIMU YYacTHUKM ceTn butkomH (puc. 4). Ons dopManbHOW Konuve-
CTBEHHOM OLEHKM BAXKHOCTW PA3fIMUHbIX CYLUHOCTEN Mbl BbIYMCNSEM LEH-
TPanbHOCTb COBCTBEHHbIX 3HAYEHMI KAXAOM M3 HUX B MNONHOW CeTU.
LleHTpanbHOCTb COOCTBEHHbLIX 3HAYEHMI AN 0ObekTa i — 3TO /- KoMno-
HEHT BEKTOP X, KOTOPbIM ABNSETCS pelleHUeM ypaBHEHUS Ha COBCTBEHHBIN
BEKTOP:

A=A 1)

rae MaTpuyHble 31EMEHTbI Aj;j 3343aK0TCS NOMHBIMU NOTOKaMKW BUTKOMHOB OT
obbekTa /i K j B TeyeHne 2018-2020 rr., a A — Hanbonbwee cobCTBEHHOE
3HayeHue, CBA3aHHOE C BEKTOPOM MaTpuupl A. LleHTpanbHOCTb COBCTBEHHO-
ro BEKTOpa Y4YUTbIBAET HE TOMbKO MOJHbIA 06BEM, NOMYUYEHHbIN CYLLHOCTbIO,
HO TaKXe CTPYKTypy ceTu butkouH n Oaét 6onblunii BeCc Knacrepam, KoTo-
pble nonyyatoT 60/bWwoi 0O6bEM OT ApYrMX KNacTepoBs, Noayvalowmnx 60b-
oM 06bEM?,

4 [ns 6onee noapobHoit uHdopmaumn cm. Newman (2010), 7.1.2. LleHTpanbHOCTb COB-
CTBEHHOTO BEKTOPA, OCHOBAHHAs Ha U3MEpEHUsX APYrUX CeTeld, HanpuMep Ha obLIeM Komu-
yecTBe TpaH3aKUMi, AAET aHANOMMYHbIE pe3yNbTaThl.
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Cnucok 25 kpynHeMwmx opraHu3auui C Haubonblued LeHTpanbHO-
CTbl0 B ceTu butKkouH npuBenaéH Ha puc. 5 (opurMHan pucyHka 34ech:
https://www.nber.org/system/files/working_papers/w29396/w29396.pdf)

MoaTBepxpas Hawu npenblaywime HabnwopeHus (puc. 4), Binance,
Coinbase 1 Huobi nemMoHCTpUpyOT BbICLLY0 Mepy LeHTpanbHocTu. [dpyrue
6upxu (puc. 4) Takke BXOAAT B UMCno 25 Hanbonee LeHTpanbHbIX Cybbek-
TOB. JTO He LOMIKHO BbI3bIBaTb YAMBAEHUS, MOCKONbKY BCE 3TU BUPXKM YacTb
OYEeHb NNOTHOM CETU.

LleHTpanbHOCTb COBCTBEHHbIX 3Ha4YeHUM (ypaBHeHWe 1) noateepxaaer
[OMUHUPYHOLWYH ponb Bupx B ceT butkouH. B 3aknoyeHne 0TMETUM, YTO
MOTEHLMANbHO LEHTPANbHOCTb COBCTBEHHBIX 3HAYEHUI MOXET CTaTb HOBbLIM
M NONE3HbIM MOKA3aTENEM 3HAUUMOCTU BUPXKM.

LpyrumMu nonynsapHeIMM KpUTEPUAMMU, KOTOPLIMU paHee NMosb30BaNUCh
MHOrue arperatopsbl gaHHbix (Hanpumep, CoinMarketCap), aBnatoTcs 06bEM
TOProB BHe CeTu, TpaduK Beb-canTa MM KOIMYEeCTBO NOAMMUCYMKOB B Twit-
ter. XXenarenbHbIM KayecTBOM N0OOro peMTUHrOBOro Nokasatens AOMKHA
ObITb YCTOMUYMBOCTb K MaHunynaumam. K coxaneHui, HU OOMH U3 Cylie-
CTBYIOLLMX KPUTEPUEB HE 3aLLUMLIEH OT MaHWUMYNALMIA NOMHOCTLIO.

M3-3a TOro, YTO LLEHTPaNbHOCTb COBCTBEHHBbIX 3HAYEHUI OCHOBaHa Ha
NoTOoKax BUTKOMHOB Mexay bupxkamu Ha b6iokyeliHe, oNa yaydweHus cBoe-
ro MONMOXEHUS B PeNTUHIe BUpxa A0MKHA UMETb BO3MOXHOCTb OTMNPaBASTH
6onblIOe KONMYECTBO BUTKOMHOB Ha Apyrue BUpXKK. 3TO MOXKET OKa3aTbCa
3HAUMTENbHO A0POXE, YEM 3aHMMATbCS AEMOTOProBien (nocbinatb KyAa-
nmbo cpencTBa M TYT e noayyaTb Mx 06paTHO) UM Nokynatb Tpaduk Beb-
canTa. [Mlo3TOMy pasymMHO nonaraTb, YTO LEHTPANbHOCTb COBCTBEHHbIX
3HaueHMn MOXeT ObiTb bonee yCcTOMYMBA K MaHMNYNAUMAM, YeM Apyrue
KpUTEPUU.

3.4. Mexx6up)xeBble NOTOKM

Haw aHanu3 B pasgenax 3.2 v 3.3 nokasbiBaeT, 4TO 60/bLIYO0 YaCTb
06bEMa BUTKOMHOB COCTABAAIOT MOTOKM Mexay bupxamu. Yem obycnosne-
Hbl 3TM NOTOKM? YTOOLI OTBETUTL HA 3TOT BOMPOC, HEOHXOAMMO MPU3HATD,
YTO PbIHKM KPUNTOBANKTbl COCTOAT U3 MHOIMMX HEUHTErPUPOBAHHbIX 6Mp)K,

> CM., HanpuMep, OTYET KOMMAHUM MO HAA30pPY 3a PbIHKOM KpunToBantoTbl BT Verified:
https://btiverified.com/crypto-market-data-report-2020/.
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KOTOpble MMEeKT HEe3aBUCMMbIX BNafeNbLeB, CyLEeCTBYOT MapaaieNnbHo u
HaxoaaTcs B pa3HblX CTpaHax. bonbWMHCTBO 3TUX BMpPX CaMOCTOSATENBHO
(YHKLMOHMPYET KaK TPaAWLMOHHbIe (GOHAO0BbLIE PbIHKW, FAe Tpeiaepbl no-
[LAl0T 3aKa3bl HA MOKYMKY U NpoAaaxy, a bupya 3aBepluaeT CAENKU Ha OCHO-
BE LEHTPaZM30BaHHOW KHUMM 3asBOK. OLHAKO Ha pbIHKE KPUMTOBA/IT, B
OTIYMe OT TPAAMLMOHHBIX perynMpyembix GOHLOBbIX PbIHKOB, HET rapaH-
TMM TOFO, YTO MHBECTOPbI NOMYYAT NyULLYI0 LEHY NPW COBEPLIEHUM CAENOK®,

OTCyTCTBME TaKMX MEXaHW3MOB MOBBILAET PONib apbUTPOB, TOPryHOLLMX
Ha pa3HbIxX BUpXax U 06ecneyYnBatoLLMX COrNacoBaHHbIe LeHbl. [peanonoxmm,
06MEHHbIN KypC Mexay BUTKOMHAMM U KaKoi-Nnbo ApYroi BanoTOM, CKaXKeM
C, pasnunyaetcs Ha AByx bupxax. MpoeanbHoin apbutpaxHoi caenkon byner
0bmeH 6uTkomHOB Ha C Ha Bupske, rae Kypc obMeHa BbiCOK, M 06MeH C Ha 6uT-
KOMHbI Ha BUpXKe C HEBBICOKMM KypcoM obMeHa. 3aTteM 6uTkomHbl 1 C nepeHo-
caTcs mexay bupxamu, peanusyetcs 6e3puckosas NpubbINb.

BblweonucaHHas caenka CTankuBaeTcs ¢ HEBONMbLIMMK NPensTCTBUS-
mMu, ecnn C 9BNSeTCS KPUNTOBANMKOTOM, Tak KakK MCEBLAOHUMHbIN XapakTep
KpUMNTOBANIOT AeNnaeT MX HEBOCMPUMMYUMBBLIMKM K NHOOBOMY KOHTpOKO 33
ABWKeHneM kanutana. B cnyuae, ecim C gasngetcs GuaTtHOM BanoToON, BO3-
MOXHOCTb penaTpuMmMpoBaTb CPeAcTBa U3 OLHOM CTpaHbl B APYryl0 MOXET
6bITb 3aTpyAHEHa M3-33 TPAHCIPAHUYHOrO KOHTPONS 33 KanuTanoMm. PbiHOK
MOXET CTaTb NOTEHLMANbHO CErMEHTUPOBAHHbIM.

B pabote Urops Makaposa n AHTyaHeTTbl LWoap (2020) nokasaHo, 4To
B nepvof 2017-2018 rr. OTKNOHEHWUS LEH Ha KPWMTOBANIOTY HA PasHbIX
Bupxax 6blM CyLECTBEHHBIMU U MOBTOPSHOWMMMUCS, YTO YKasblBAeT Ha
3HAUUTE/IbHYI0 CErMEHTaLMI0 PbiHKA. A apbuTpaxHble cnpenbl Ans 06MeHOB
B Pa3HbIX CTpaHax Bbinn HaMHOro 6onblue, Yem B Npeaenax OfHoOM CTpaHbl.
OHu onpenenéHHo CBA3aHbl C TPAHCTPAHUYHBIM KOHTPONIEM 33 ABUXEHUEM
kanuTana’.

PerynupoBanue co ctopoHbl Komuccum no weHHbIM 6ymaram u 6upxam CLUA (SEC) B pam-
Kax nonoxeHuus o HaumoHanbHoi nyywei ctaske u npepnoxenun (NBBO) B CoeanHEHHbIX
LLitatax TpebyeT OT 6POKEPOB UCMONHEHUS KIMEHTCKUX CAENOK MO HaUAYYLWUM JOCTYNHbIM
Ha HeCKONIbKMX BUpXax LieHaM.

CaM no cebe KOHTPO/b 33 TPAHCTPAHWUYHBIM KaMMTaNOM MOXET 6bITb MOTUBOM AN TPAHC-
rPaHUYHbIX NOTOKOB. [10CKONbKY BUTKOMHBI HE NOANEXAT KOHTPOIIO, UX MOXHO WUCMO/b30-
BaTb Kak CpeAcTBO ero 06xoaa. OfHAKO OfHO 3TO He 06BACHSIET NOTOKM MEXAY KpUMNTOoBa-
NOTHBIMU BUPXaMKU U Mexay BUpXKaMK OOHOM CTpaHbI.
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MpuBeaéHHOeE Bbilwe 0bCyxaeHMe npeanonaraert, 4To:

BupXu BHYTpU CTpaHbl C CUNIbHbIM KOHTPONEM 33 KanuTanoM MoryT
6bITb 6ONee B3aMMOCBS3aHbl ApPYr C APYroM, YeM C ApYrUMK BUPXKaMu.

Bupxu, TOpryroLme CXOXMMU BaNtOTHBIMKW NapamMu, MOryT AEMOHCTPU-
poBaTb 60/1ee BbICOKME MeXOMPXKeBbIE MOTOKM.

YT06b1 NPOBEPUTL 3TU NPEANONIONKEHUS, Mbl BbIYUCISEM BA KPUTEPUS
cxoacTBa napbl 6upx. OAMH OCHOBAH Ha CXOXECTU KPWUNTOBAMIOTHBIX Map,
TOPryembIX Ha Kaxaon 6upxe. A Apyrom — Ha CXOACTBE B3aMMOAENCTBMA
OBYX 6MpX € apyrumu 6upxxamu B 61okyeriHe BUTKOUH. YT0BbI BHIYMCINTD
CXOXECTb BaNOTHbIX Nap, Mbl UCMONb3yeM AaHHble YacTHon dupmbl Kaiko,
cobupatowert Toproeyto MHpopmaumuio o kpuntoantotax ¢ 2014 r. [laHHble
Kaiko 0xBaTbiBalOT TONBKO MOAMHOXECTBO OMpX, KOTOpPble Mbl MOXEM
naeHTMduumnpoBaTb B H6nokyernHe BUTKOMH, HO 3TO KpymnHerwmne OUpXKMU.
Mony4yeHHbIM Habop cocTouT 13 57 Bupx.

Ong kaxnon 6upxuM Mbl pacCMaTpUBAEM BCe TOPryeMble BaslOTHblE
napbl, B KOTOPbIX OAHOW M3 BanT gBnsetcs GutkouH. [pyron BanoTon
MOXeT ObITb PuaTHag BantoTa, CTabubHbIE MOHETbI UKW ApYyrMe KpUnToBa-
noTbl. B obwen cnoxHoctn y Hac 4 360 BantoTHbIX nap Ha 57 6upxax,
npuuém cpefHee KOMYECTBO BaNtOTHLIX Nap Ha bupxe coctasnset 13. Ang
KaXXaow 6UpXu i U KpUNTOBANKOTHOM Mapbl j pacCYUTbiBaeM 06U 06BEM
ToproB 3a nepuog 2018-2020 rr., EHOMUHUPOBAHHbINA B BUTKOMHAX (Vij).
3aTeM Mbl HOpManusyem 06bEM Ha KaxaoM Bupyxe No eBKAMA0BON HOPME:

-~ ;'a_,l'
Vij = —=—=;

\f Z,J’ Yij
M UCnonb3yeM eBkNnMAoBO pacCTOAHME MEXAY BEKTOPAaMM
SN o In AN
vi = {01521 and v = {i;}55,

Kak Mepy cxoAcTBa 6upx i u k.

YT06bl BBIYMCINUTL CXOACTBO OMPXK Ha OCHOBE MOTOKOB OGUTKOMHOB,
CHayana Mbl BbIYMCAUM MaATpULy NepekpécTHbIX NoTokoB A. Kaxabii ane-
MeHT a; mMaTpuupbl A gBNSeTCS CpefHUM OUTKOMH-NMOTOKOM C Bupxu i Ha
6Upy j 1 HaobopoT.

94 Scientific and Technical Libraries, 2022, N2 10



Kak v paHblue, HopManusyem 06bEM Ha Kaxaon Gupxe No eBkAUAO-
BOM HOpMe:

. ;i
(J'.,';‘ =

\/ 22503

W UCMIONb3YeM eBKIMAOBO PacCTOSHUE MEXAY BeKTOpaMM
a = {r],-J-}_'f-\':] and a, = {r];.j}j\'zl ,

roe j = ot 1, ytobbl NONy4YMTb MEpy CX0ACTBA OMPX i U kK Ha BnokyelHe but-
KOMH.

UT06bI YBUAETD, BbIAENSIOT N IBE NOCTPOEHHbIE Mepbl CXOACTBA OZHY
M Ty Xe rpynny OupX, Mbl MNPUMEHSIEM anropuTMbl Kiactepusauuu
K-medoids k kaxpoi n3 Mep cxoncrtea. AnroputMbl K-medoids nbitatoTcs
CrpynnupoBaTtbh NOXoxue BUPXKU BMecTe, YTOObl MUHUMU3UPOBATb BHYTPU-
KNAaCTepHYK CYMMY pacCTOSHWUIA Mexay OBupxaMu. ITo NonynspHbIi MeTos,
Knactepusaumm BO MHOMX ciydasx®.

Ha puc. 6 (opurnHan pucyHka 3peco: https://www.nber.org/system/
files/working_papers/w29396/w29396.pdf) nokazaH pe3ynbTaT npumeHe-
HMa anroputMoB Knactepusauun K-medoids Ha ocHOBe Mepbl CXOACTBA
Ba/IlOTHbIX Nap. Mbl BUAMM, UTO eCTb YeTbipe 3aMeTHble rpynnbl 0OMEHOB.
JT0 aMepukaHo-eBponeickue (rpynna 5), kopeickue (3), GUpXK SMNOHCKOM
rpynnbl (4) u Tether (2). Pe3kas knactepusaums KOpemWcKUMX U SMOHCKUX
B6upx 0ObACHSAETCS TeM, YTO B KauyecTBe 6a30BbIX Ha 3TUX BUpXKax UCNoNb-
3ylOTCS HauMOHanbHble (UATHbIE BantoTbl, TOProBAs OCYLLECTBNSETCA He-
60nbLWNM KONMMYECTBOM BaNKOTHbIX Map. AHanoruMuHas cutyaums Habnwopa-
€TCs Ha aMepuKaHOo-eBponenckux bupxax, rae B kayectse 6a3oBoi Banto-
Tbl 0BCNYXMBAKOTCA M [OANap, U eBpo, Npuyém ponnap obblyHo HGonee no-
nynsapeH. bonbWKMHCTBO 6BUPX 2-i rpynnbl — 3TO TONbKO KPUMNTOBANKOTHbIE

8 B nawem aHanuse mbl ncnonbsyem npouenypy K-medoids 13 mogynsa Python sklearn extra

(c™m. Hastie et al. (2001), 14.3.10 ons 6onee noapobHoit MHbOpMaLMK). AnropuTMbl Kna-
ctepusaumm  K-medoids npuHMMalOT B KayecTBe MapaMeTpa KOAMYECTBO K/1acTepoB.
MockonbKy AN ero onpefeneHus HET CTPOrUX NPaBui, Mbl MO YMONMYAHWUKD UCMONb3YeEM
3HayeHue 8.
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OUpXM, KOTOpble He npefnaralT TOProeal MpoOTUB (UATHOM BanOThI.
O6bI4HO 3TM BMpXM B KavecTBe 6a30BOM BanOTbl MCMONbL3YLOT Tether u
pa3MeLatoT 60MblLoe KOMMYECTBO Pa3/IMYHbIX KPUNTOBANKOT AJ1S TOProB/M.
Takxke ecTb HECKONIbKO Pa3pO3HEHHbIX BUPX C MeHee nonynsipHbiMKU 63a3o-
BbiMM Bantotamu. Hanpumep, Coinfloor ucnonbsyer OputaHCcKui QyHT
cTepnuHros, BitBay - nonbckuit 3noTbi, @ ACX - aBcTpanuickuii gonnap.

3ateM Mbl MPUMEHUAU anropuTMbl knactepmsaumm K-medoids Kk usme-
PEHMUIO CXOACTBA LIEMOYKM OUTKOMHOB (PUC. 7, OpPUTMHAN PUCYHKA 34€eCb:
https://www.nber.org/system/files/working_papers/w29396/w29396.pdf).
CpaBHuMBas puc. 6 U 7, MOXHO YBUAETb, YTO Pa3HMLIA B PACCTOSHUM MeXIy
6upxxamMu BHYTPU Knactepa M BMpXKamMu M3 pasHbIX KNAacTePOB He TaK pKO
BbIpaXKEHa, KaK B C/lyyae KiacTepusaumMm Ha OCHOBE KPUMTOBANIOTHBIX Map.
3TO He JOMKHO YAMBAATb, TaK KaK MHTerpaums BUpXu 3aBUCUT HE TONbKO
OT TOPryeMbiX KpUMTOBAaNKT, HO M OT CPEACTB KOHTPONS 3a KanuTanom,
LEeNCTBYOLWMX B AaHHOW CTpaHe. [lBe BMpXKM B pa3HbIX CTPaHaxX MOryT BbiTb
pasfeneHbl 3HAYUTENbHbIM PACCTOSHUEM MEXAY KPUNTOBANKTHbIMKU Mapa-
MW, €C/TU OHU UCMONb3YIOT pa3Hble GUaTHbIe BaNOTbl, HO MOMYT BbiTb OYEHb
MOXOXMMM Ha PaCCTOSHUM OBnokverHa BbuTkoumH, ecnn oHu paboTaloT B
CTpaHax 6e3 KOHTPONS 3a ABUXEHWEM KanuTana.

TeM He MeHee MeTOJ, KNacTepu3aLMu OCHOBHbIX rpynn Gupx, OCHO-
BaHHbIM Ha ABYX NOKa3aTensix CXOACTBa, B LENOM AaéT aHanoruuHble pe-
3ynbTathl (puc. 6, 7). OcobeHHO OTYETINBO B 0OOMX CyyYasix CrpynnupoBa-
Hbl BMECTe KOpencKue u AnoHckue bupxu. AMepukaHckue, eBponenckue u
Tether paspgeneHbl MeHee 4étko. Hanpumep, Poloniex, koTopag gBngetcs
TONbKO KPUNTOBANOTHOM Owupxei, Tenepb CrpynnupoBaHa BMecTe C
Coinbase, Bitstamp, «bnu3Heubi», Kraken u Bitfinex. 3to cornacyetcs ¢
pesynbTatamu pabotbl Mrops MakapoBa u AHTtyaHeTTsl Lloap (2020), B
KOTOPOW MOKa3aHo, YTO aMepuKaHO-eBponenckue upxmn n bupxmn Tether
WHTErpmMpoBaHbl Nyyule, yeM 6upxum B Kopee n AnoxHuu.

3.5. O6ecneueHune cobnoaeHnsa HopM KYC
ANs GUTKOMH-TPAH3AKLMUIA

Mbl 3aBeplwaeM Hawe wuccnegoBaHve ob6béMa NOTOKOB OUTKOMHOB
aHaNM30M, CBA3aHHbIM C TEHEBOM 3KOHOMUKOM. HexécTkoe (nérkoe) pery-
IMPOBaHME M QHOHMMHOCTb COENanu KpUNTOBaNOTbl MOMYASIPHBIMU Y BCEX,
KTO XouyeT u3bexaTb HpUAMYECKOM MM HOPMATUBHOW MPOBEPKM, YKIIO-
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HWUTbCS OT ynnatbl HanoroB. CTOPOHHUKM KPUNTOBAMOTbI YaCTO YKa3blBAKOT
Ha TO, YTO OHa MO-MpPEeXHEeMY MPEBOCXOAMUT Ha/IMYHbIE U3-3a CBOEro Uu®-
posoro cnepa. Lludposon cnen fencTBUTENBbHO HakafblBaeT HEKOTOpble
OrpaHUYEeHUs HA aHOHMMHOCTb TPaH3aKLMIM M B HEKOTOPbIX C/Ty4asx nomora-
€T HalTU NpaBOHAapYyLKUTeNel, OAHAKO eCTb U CYLLECTBEHHbIE OrPaHUYEHMS.

YTo6bl NOHATL NpoBneMmsl, CB3aHHble C COBNOAEHMEM HOPM «3Hal
csoero knuneHTa» (KYC), nonesHo 1 noyynTeNbHO pacCMOTpeTb CeTb, COCpe-
LOTOYEHHYI Ha PoiHke Muapbl (Hydra Market), KOTOpbIi SiIBNSieTCS O4HOM U3
KPYMHENLINX TOProBbIX MNOWAA0K B «TEMHOM» ceTn’.

Hydra Market Hauan paboty B 2015 r. 1 ¢ Tex nop 6bICTPO PacTET. Mbl
opueHTupyeMcs Ha nepuog 2020 r. - uoHb 2021 r. 3a 3TOT nepuop Ha
Hydra Market noctynuno 147 620 6utkouHoB u3 514 855 knactepos.
BuTkouHbl otnpaeneHbl B 315 359 knactepos. 3t 514 855 ortnpasnsio-
wux B Hydra Market knactepos, B CBOO oyepenpb, NOAYYUAN CBOU MOTOKM
3 3291 180 knactepoB, a BbiweynomaHytble 315 359 «knacrepos-
nonyyatener ornpasunm notokn B 500 544 knactepa, u3 Hux 116 131
HOBblE K/lacTepbl.

Ha puc. 8 (opurnHan pucyHka speco: https://www.nber.org/system/
files/working_papers/w29396/w29396.pdf) un3obpaxeHa nonyymslLabCS
CeTb, rAe AN NPOCTOTbl MAMKOCTPALMM Mbl COXPAHSIEM TOMIbKO Y3/ibl, KOTO-
pble OTNPaBASOT HE MeHee ThiCYM BUTKOMHOB B 3TOM ceTu. [1pu Bbluncne-
HUM 0ObEMA Mbl HAMEPEHHO UCKIOYaeM 06bEM Mexay NnbbiMK Knactepa-
MW, KOTOPble MPUHALNEXAT K CMMUCKY M3BECTHbIX MM KPYMHbIX 0ObEKTOB,
KOTOPbIN Mbl U3y4anu B pasgenax 3.3 u 3.4,

Pa3smep y3na oTpaxaet obuiee KonM4ecTso OUTKOMHOB, OTNPAB/EHHbIX
¢ Hydra Market cooTseTcTBYIOWEMY NMULY MM OpraHu3aumn. Pasmep ces-
3yloWen IMHUKM NpoNopLMOHaneH 06bEMY NOTOKOB MeXAy ABYMS pa3HbIMU
obbekTamu. B cnyyae, Korga ABa Kiactepa OTNPaBASOT NOTOKU APYr Apyry,
LNIVHA NIMHUKM MexXay 3TUMM KflacTepaMu COOTBETCTBYET Haubonbluemy no-
TOKY, @ MHUS u306paxkeHa B KpacHOM cermeHTe. OpaHXeBbli LBET MoKa-
3blBaeT MAEHTUDULMPOBAHHbIE KNTACcTepsbl, 3eM1EHbIM OTMeYaeT HEU3BECTHbIE
knactepbl 6onbworo o6béMa, 6GUPH30BLIA — KOPOTKOXMBYLLME KNacTepbl

E https://www.bloomberg.com/news/articles/2021-02-01/darknet-market-had-a-record-
2020-ledby-russian-bazaar-hydra.
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C NPOLOMIKXUTENbHOCTBIO XW3HM MeHee ofHoro mecsiua. OcTtaBwwmecs kna-
CTepbl OTMeY€eHbl PUONETOBLIM LIBETOM.

Ha puc. 8 npoaeMoHCTpMpoBaHo, YTO 06bEKTaMU € HaubonbWKM 06b-
€MOM, HanpsMyto B3aumogencTeytowmmMm ¢ Hydra Market, ssnstotcs 6upxu,
He nopaepxuBatowme KYC, Takne kak LocalBitcoins, Bitzlato, Binance,
Huobi 1 Totalcoin®®.

MocTynas Ha 6GUPXKM, NOTOKM CMELLUMBAKOTCSA U CTAHOBATCS NMPAKTUYECKM
HeoTCNEeXMBAEMbIMU, MO3TOMY BNOC/EACTBMM MOTYT ObITb OTNPaB/eHbl Kyaa
yroaHo.

PucyHok Takxe OAeMOHCTpUPYET, 4To npsMoe B3aumopgencTene Hydra
Market ¢ TemMu Gupxamu, KOTopble NbiTalTCsd obecneuntb cobnwpeHue
HopM KYC, Takumu kak Coinbase n Gemini, CKPOMHbI, HO UX B3aMMOLEN-
CTBME C COCEAHMMM Knactepamu 3HauutenbHo wupe. Hanpumep, Coinbase
HanpsMmylo oTnpasuna u nonyuymna 196 mn 126 éutkonHos ¢ Hydra Market
COO0TBETCTBEHHO. Ho oHa oTtnpaeuna 530 Tbic. M nonyuuna 218 Toic. 6UTKO-
WHOB Yepes CocefHue KnacTepbl.

Mbi BuaMM (puc. 8), uto 6onblUMHCTBO NoTokoB Ha Coinbase u obpart-
HO MPOMCXOAAT Yepe3 KOPOTKOXMBYLUME KNacTepbl, KOTOPble B BOMbLUIWH-
CTBE C/ly4YaeB CO34aK0TCS C €AMHCTBEHHOW LeNbl0 COKPbITUS NMpoucxoXae-
HWSA cpeacTB. TUNMYHASA TPAH3aKLMA BK/IOYAET CMELWMBAHUE MCMOPYEHHbIX
CpeacTs (Te, KOTopble MOXHO oTcneanTb Ao Hydra Market) ¢ «unctbiMmu» (He
CBSA3aHHbIMW C HE3aKOHHbIMM cAenkamu). Kaxpoe cMelMBaHME CHUXAeT
[ONK0 UCMOPYEHHBIX NOTOKOB. [1poLecc NOBTOPAETCS HECKONbKO pas, MoKa
MoSlyYeHHbIE MOTOKM HE CTAHYT AOCTAaTOYHO YMCTbIMU, YTODObI OTNPABUTL MX
B KYC-6upxmu.

KakoBbl nocnenctsmsa? Bo-nepsbiX, yu4pexneHus, He yyacTBylwme B
KYC, cnyxart ans oTMbiBaHMS OEHEr U Apyron cepon geatenbHocTu. [eueH-
Tpann30BaHHbIA XapakTep npotokona buTkomH ynpowaet paboty 3TmMx op-
raHu3auMim — UM HYXXHO TONbKO MMeTb CBOM CepBepbl B CTPaHe, rae BNactu
roTOBbl MUPUTLCA C UX CywecTBoBaHWeM. Ecnm opranmsaumsm KYC paspe-
WIEHO MpUHMMATb MOTOKM OT OpraHM3aLui, KoTopble He CoBnaaT CTpo-
rne HopMbl KYC (Tekyluee coctosHue en), To UMdpOBOK Cief 04YeHb orpa-
HWYEHHO MpefoTBpalLaeT NnonajaHue 3arpsisHEHHbIX MOTOKOB B LUMPOKOE
pacnpocTpaHeHue. Bo3MOXHOCTb TOProBaTb KMOHETaMM KOHbUAEHUMaNb-

10 https://bitshills.com/best-non-kyc-crypto-exchanges/.
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HOCTW», TaKMMK Kak Monero, n pacTywas nonynsapHoctb nnatgopm DeFi
CNocobCTBYIOT peanmsaLumn 3TUX CTpaTerMii OTMbIBaHUS LEHeETr.

Bo-BTOpbIX, faxe ecnu Obl yupexaeHusaMm, cobnoparowmm KYC, pas-
pewnTs UMeTb [eno ucknwuutensHo ¢ apyrumu KYC-opraHusaumamu,
npefoTBPaTUTb MPUTOK MCMOPYEHHbIX CPEACTB MO-npexHeMy Oyaer noutu
HEBO3MOXHO, pa3Be YTO KTO-HUOYAb HAaNOXWUT CTPOrMe OrpaHUUYEHUs Ha To,
KTO C KEM MOXET COBepLUaTb CAENKU, U CAENAET BCe TPaH3aKLUMU Noanexa-
WMMM 0O00PEHUI0 aHANUTUYECKMMMU KOMNAHUAMK TUna BoKYeiH, TakuMu
kak kak Bitfury Crystal Blockchain u Chainalysis. Ecnu 6bl Takon pexum
6bin peannsoBaH, 3TM GUPMbI CTanu 6bl GAKTUYECKM AOBEPEHHBIMU CTOPO-
Hamu, Heo6xoaAMMbIMU AN DYHKLUMOHUMPOBAHUS ceTu buTkomH. Ho npotokon
BUTKOMH NpefHa3Ha4YeH MMEHHO 419 TOro, YToObl 06OMTH OrpaHUYeHus.

Onepaumu C HaNMYHBLIMM AEHBIAMU U UX XpaHeHUe TpebyrT 3Hauu-
TesIbHbIX 3aTpaT M CO3430T OMNepaLMOHHbIE PUCKM, @ ONepaumun C KpUMTo-
BA/IlOTAMU U UX XPaHEHWe npakTuyecku 6ecnnatHbl (33 UCKIIOUYEHUEM KO-
nebaHuin ctoumocTn GuTKoMHOB). Yem Gonee MpoKoe pacnpocTpaHeHue
nonyyYnT GUTKOMH, TeM npolle 6yaeT Mcnonb3oBaTb ero Aas TpaH3akuuin 6e3
YYaCTUsi peryiMpyemMbliX OPUANYECKUX NnL, U TeM Bonee NpuBNEKATeNbHbIM
OH CTaHeT ANs JOMKHOCTHbIX NPEeCTyrnieHU 1 TEHEBOM SKOHOMUKM.

Mepesod A. U. 3emckosa, [MTIHTH Poccuu
(MpodomueHue 8 cnedyrowem HoMepe XypHana.)
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The Bitcoin network is defined as a new database comprising many of public and
proprietary sources to link bitcoin address to real object, and an extensive set of
algorithms to extract information on market key players behavior. Three major
pieces of analysis of the Bitcoin eco-system were conducted. First, the authors
analyze the transaction volume and network structure of the main participants on
the blockchain. Second, they document the concentration and regional
composition of the miners which are the backbone of the verification protocol and
ensure the integrity of the blockchain ledger. Finally, they analyze the ownership
concentration of the largest holders of Bitcoin. The researchers found that 1/3 of
all bitcoins issued were owned by 10,000 individual investors. They conclude that
the high concentration makes the first cryptocurrency market vulnerable to
hypothetical hacker attack. The translator notes that paraphrasing English text in
Russian was rather challenging due to the newness of the financial agenda and
introduction of the term entity extensively used in the Western countries though
new to Russia. Nevertheless, it is necessary to introduce readers to the bitcoin
technology which will be also practical and useful for the library and information
community.
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3.2. Real volume

We now focus on the economically meaningful, non-spurious, part of
Bitcoin volume. To understand for what purposes Bitcoin is utilized, we
trace Bitcoin flows between different types of entities on the blockchain.
Our list of known entities includes exchanges, on-line wallets, payment
processors, gambling sites, mixing services, illegal services, and mining
pools. We identify these entities from a large number of public and
proprietary sources as described in the data section.

Cryptocurrency exchanges such as Coinbase, Binance, or Kraken, and on-
line wallets such as Blockchain.info and BixIn are one of the major types
of entities where Bitcoin can be stored and traded. Exchanges in theory
provide platforms to trade Bitcoin against fiat currencies and other coins,
while on-line wallets specialize in custodian services. However, in practice,
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the difference between exchanges and on-line wallets is often slim. Both
types of entities in many cases offer both functions. Therefore, we group
these entities together when providing a general overview of Bitcoin
utilization. Payment processors, such as BitPay or CoinPayments, facilitate
payments by on-line shops, gambling, and other entities that accept
cryptocurrencies as means of payment for good and services. lllegal
services include dark net marketplaces such as Hydra Market, numerous
ransomware wallets, and entities engaged in scams. Mixing services or
tumblers such as Bitcoin Fog and Wasabi wallet are sites that allow their
customers to pool together their funds in order to obfuscate where the coins
are being sent from.

Another set of entities that are a core component of the Bitcoin system
are mining pools and miners. We identify miners by tracing rewards
distribution of the largest mining pools to individual miners. We describe
how we trace miners in Section 4 and in the Appendix. Overall, we identify
248,000 miners in the data.

As previously discussed, the pseudonymous nature of Bitcoin makes
it difficult to link an address to the real-world entity behind them.
Thus the identification of entities is incomplete almost by design, since it
relies on an entity either voluntarily disclosing its addresses or learning
about an entity’s addresses in the course of interaction with it.

To address the problem of incomplete identification of entities and
to make sure that we are not missing major players on the blockchain, we
analyze the top 10,000 unknown clusters with the largest Bitcoin volume,
for which we were not able to find an identity. Out of this universe of clusters,
we select those that either receive regular flows from miners or receive more
than 50% of its inflow from known exchanges and send more than 40% of
its outflow to known exchanges. These thresholds are determined from the
transaction patterns of known entities. For a typical exchange, 53% of its
Bitcoin outflow goes to other exchanges, and 52% of its Bitcoin inflow comes
from other exchanges. These numbers are significantly lower for all other
entities. For example, a typical gambling site sends 21% and receives 29%
of its total flows from exchanges. We find that 4507 clusters satisfy the
above conditions. Taken together they account for 63% of the bitcoins
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flowing to the largest 10,000 clusters. In what follows, we refer to these
clusters as LEOTD, Likely Exchanges, OTC brokers, or Trading Desks.

Based on this classification of participants, in Figure 3 (view original
figure here: https://www.nber.org/system/files/working_papers/w29396/
w29396.pdf) we plot the average monthly transaction volume that is
generated by these different types of entities on the blockchain from the
beginning of 2015 until May 2021. The volume is calculated as the
amount of bitcoins that are sent to different types of entities in a given
month. Figure A shows the volume in BTC and Figure B as the percentage
of the total monthly volume.

We see that the majority of the volume is generated by transactions
involving exchanges and LEOTD clusters. Volume flowing to known
exchanges constitutes about 40% of total volume and another 20% of the
volume is generated by volume flowing to LEOTD. To highlight the
dominant role of exchanges and LEOTDs, we split volume that goes to
the Other category, which consists of all unknown clusters that are not
LEOTDs, into two parts: volume coming from exchanges and LEOTD and
the rest. This decomposition shows that volume from exchanges and LEOTD
to Other explains another 20% of the volume. Thus, exchange and trading
desk related volume constitutes about 80% of the total volume. Other
known entities are only responsible for a minor part of total volume as of
the end of 2020. For example, illegal transactions, scams, and gambling
together make up less than 3% of the volume. The fraction of volume
explained by miners is even smaller.

This analysis of volume underscores the dominance of trading and
speculation related transactions on the blockchain, and at first glance seems
to be at odds with earlier results that emphasized the prevalence of illegal
transactions on the blockchain. Most notably, Foley et al. (2019) estimates
that more than 46% of transactions are due to illegal transactions. The
difference between their calculations and ours comes from two main sources.
First, Foley et al. (2019) intentionally drop all exchange-related volumes
from their calculations, since they want to focus only on payments for goods and
services. Since we show above that trading constitutes the main activity
on the blockchain, this choice severely changes the denominator. Second,
the estimate of volume in Foley et al. (2019) is based on an imputed
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network of illegal clusters where any cluster recursively is deemed illegal if
the majority of its transactions is with previously identified illegal clusters.
While intuitively appealing, this imputation method does not
discriminate between real users and short-lived pass-through clusters that
exist solely to obfuscate tracing. We show in Section 3.5 that this type of
spurious volume is typically a very large part of illegal transactions. As a
result, volume imputed by this method is likely to overstate the economic
value of illegal trades®.

Our results of course do not mean that illegal activities on the
Bitcoin blockchain are not a problem from the perspective of social
welfare. We agree with the general concern that the pseudonymous nature of
Bitcoin facilitates malfeasance such as illegal activities, tax evasion, or even
bribes. Even though the BTC volume of illegal trades has stayed relatively
stable in the last few years, the dollar amount of illegal activities increased,
since the dollar value of BTC went up. We compute the net flow of bitcoins
to illegal entities over 2020, broken down by their specific types. We
calculate that there are about $550 million flowing to addresses that have
been identified as scams, about $16 million in identified ransom payments,
and more than $1.6 billion for dark net payments and dark net services. In
addition, there are about $1.7 billion flowing to addresses affiliated with
gambling and another $1.4 billion in mixing services.

In sum, we think it is important to get the magnitudes of transaction
activities right in order to understand what are the ultimate drivers
of Bitcoin value. Our results do not support the idea that the high
valuation of cryptocurrencies is based on the demand from illegal
transactions. Instead, they suggest that the majority of Bitcoin
transactions is linked to speculation.

3.3. Network centrality

In the previous section, we show that cryptocurrency exchanges are
responsible for the majority of volume on the Bitcoin network, and are therefore
likely to play a dominant role in the network. To sharpen our understanding of
the role exchanges play, we now analyze the structure of the Bitcoin network.

! The exact comparison of our results to the prior paper is difficult because we use a
substantially larger set of identified entities.
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In our network analysis, we restrict our attention to the most relevant clusters,
i.e. clusters for which we know their identity and that are in the top 10,000
highest volume clusters. With these filters, we have 11,043 entities, which
account for more than 55% of the total volume. Because of the rapidly
changing evolution of the Bitcoin ecosystem, we focus on the most recent
time period: from 2018 to the end of 2020, which leaves us with 6248
entities. To represent this network, we use a directed weighted network
graph, where a node / corresponds to cluster / and an edge (or link) from
node j to j corresponds to the total Bitcoin flows over the period 2018-
2020 from cluster i to cluster j. The resulting network consists of 6248
nodes and 622K edges. Each entity receives and sends bitcoins to the other
100 entities in the graph, on average. Figure 4 (view original figure here:
https.//www.nber.org/system/files/working_papers/w29396,/w29396.pdf)
plots a subset of this Bitcoin network graph, where for ease of illustration
we retain only nodes that received at least 500,000 bitcoins over the
period from 2018 to the end of 20202

The network of the largest entities consists of 23 entities and 492 edges®.

The node and edge size are proportional to the volume received by
the entity and the volume between two different entities. In the case when
two clusters send flows to each other, the direction of the edge between
these clusters agrees with the largest flow, and the edge is marked with a
red segment.

Out of 23 entities, three entities (BitGo, Xapo, and BixIn) are on-line
wallets, 18 are identified exchanges, and two are unknown entities. The two
unknown entities are likely to be unidentified exchanges or large OTC desks.
They actively interact with known exchanges and receive a large amount
of miners’ rewards; 1 252 and 4 795 bitcoins, respectively.

Figure 4 reveals a high degree of interconnectedness between the major
exchanges. We can see that they form an almost complete graph, where each
node connects to all others. This is despite the fact that these exchanges
operate in different regions. For example, Bithumb and Upbit are Korean

270 plot this and other networks in this paper we use Graphia package software available
at https://graphia.app/, Freeman et al. (2020).

® In a directed network, an edge from node i to j and an edge from node j to i count as
separate edges.
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exchanges, bitFlyer is Japanese, Bitstamp, Coinbase, Gemini, and Kraken are
geared towards US and European users, and Huobi, BixIn, OKEx, and OceanEx
towards Chinese. The high degree of interconnectedness has important
implications for KYC regulation which we address in Section 3.5.

Inspection of Figure 4 further shows that Binance, Huobi, and
Coinbase are the largest and the most active participants in the Bitcoin
network. To formally quantify the importance of different entities, we
compute the eigenvalue centrality of each entity in the full network.
The eigenvalue centrality for an entity / is the /" component of vector x,
which is the solution to the eigenvector equation:

Ac= Ay 1)

where matrix elements A; are given by the total Bitcoin flows from entity
i to j over 2018-2020, and A is the largest eigenvalue associated with the
eigenvector of matrix A. The eigenvector centrality takes into account not
only the total volume received by an entity but also the structure of the
Bitcoin network and gives larger weights to clusters that receive large
volume from clusters that receive large volume themselves*.

Figure 5 (view original figure here: https://www.nber.org/system/
files/working_papers/w29396/w29396.pdf) shows the top 25 entities
with the largest Bitcoin network centrality —Confirming our earlier
observation based on Figure 4, Binance, Coinbase, and Huobi have the
highest measure of centrality. Other exchanges from Figure 4 are also
among the most central 25 entities. This should not come as surprise since all
these exchanges are part of a very dense network.

The eigenvalue centrality (1) confirms the dominant role of
exchanges in the Bitcoin network. We conclude this section by noticing
that the eigenvalue centrality can potentially serve as a new and useful
measure of the importance of exchanges.

Other popular measures that have previously been used by many data
aggregators such as CoinMarketCap include (1) off-chain exchange trading
volume, website traffic, or the number of Twitter followers. A desirable
property for any ranking measure is to be resilient to manipulation.

4 See Newman (2010), 7.1.2 for more details. Eigenvector centrality based on other
network measures such the total number of transactions produces similar results.
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Unfortunately, none of the existing measures seem to be fully
manipulation-proof>.

Since the eigenvalue centrality measure is based on the cross-exchange
bitcoin flows on the blockchain, to improve its position in the ranking
an exchange would have to send back and forth large amounts of bitcoins
to other exchanges. This can prove significantly more costly than simply
engaging in wash trading or buying website traffic. Therefore it is reasonable
to believe that the eigenvalue centrality can be more resilient to
manipulation than other measures.

3.4. Cross-exchange flows

Our analysis in Sections 3.2 and 3.3 shows that a large part of the
Bitcoin volume is driven by cross-exchange flows. What explains these
flows? To answer this question, it is important to recognize that
cryptocurrency markets consist of many non-integrated exchanges that
are independently owned and exist in parallel within and across
countries. On an individual basis, the majority of these exchanges function
like traditional equity markets where traders submit buy and sell orders,
and the exchange clears trades based on a centralized order book.
However, in contrast to traditional, regulated equity markets, the
cryptocurrency market lacks any provisions to ensure that investors receive
the best price when executing trades®.

The absence of such mechanisms increases the importance of
arbitrageurs who trade across different exchanges and ensure consistent
prices across them. Suppose an exchange rate between Bitcoin and some
other currency, say C, is different across two exchanges. An ideal arbitrage
trade would be to exchange Bitcoin for C on the exchange where the
exchange rate is high and exchange C for Bitcoin on the exchange with a low
exchange rate; then transfer Bitcoin and C between exchanges and realize the
risk free profit.

> See, for example, a report from cryptocurrency market surveillance firm BTl Verified:

https://btiverified.com/crypto-market-data-report-2020/.
® For example, the US Securities and Exchange Commission (SEC)’s National Best Bid and

Offer (NBBO) regulation in the United States requires brokers to execute customer trades
at the best available prices across multiple exchanges.
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The above trade faces few obstacles if C is a cryptocurrency since by
design, the pseudonymous nature of cryptocurrencies makes them immune to
any capital controls. However, when C is a fiat currency the ability to
repatriate funds from one country to another may be obstructed by cross-
border capital controls, and the market can become potentially segmented.

In Makarov and Schoar (2020) we indeed show that in the period
2017-2018 there were large and recurring deviations in cryptocurrency prices
across exchanges, pointing to significant market segmentation. We also
showed that the arbitrage spreads were much larger for exchanges across
different countries than within the same country, and were positively linked
to cross-border capital controls’.

The above discussion suggests that (1) exchanges within a country
with strong capital controls can be more interconnected with each other than
with other exchanges, and (2) exchanges that trade similar currency pairs can
see higher cross-exchange flows.

To test these predictions, we compute two measures of similarity of a
pair of exchanges. One is based on the similarity of the cryptocurrency
pairs traded on each exchange. And the other is based on the similarity of
the interaction of the two exchanges with other exchanges on the Bitcoin
blockchain. To compute the currency-pair similarity we use Kaiko data, a
private firm that has been collecting trading information about
cryptocurrencies since 2014. The Kaiko data cover only a subset of
exchanges that we can identify on the Bitcoin blockchain, but these are the
largest exchanges. The joint set consists of 57 exchanges.

For each exchange, we consider all traded currency pairs where one of
the currencies is Bitcoin. The other currency could be a fiat currency,
stable coins, or other cryptocurrencies. In total, we have 4,360 currency
pairs across 57 exchanges, with the median number of currency pairs on an
exchange being 13. For each exchange / and cryptocurrency pair j, we
compute the total trading volume in the period 2018-2020 denominated

Cross-border capital controls can be a motif for cross-exchange flows themselves.
Since Bitcoin is not subject to capital controls one can use it as a means to bypass them.
This alone, however, cannot explain flows between crypto-only exchanges and flows
across exchanges within the same country.
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in Bitcoin, v;. Next, we normalize the volume on each exchange by the
Euclidean norm:

Uij
Vg = ———,
\f g Ui
and use the Euclidean distance between vectors
~ N _ fa AN
vi = {0 }j=1 and vy = {0 };0,

measure of similarity of exchanges iand k.

To compute the exchange similarity based on the Bitcoin flows we
first calculate the matrix of cross-exchange flows, A. Each element ajj of
matrix A is the average of Bitcoin flows from exchange 7 to exchange j and
vice versa. As before, we normalize the volume on each exchange by the
Euclidean norm

”;j

\/ Z.f -’f-'i,-

and use the Euclidean distance between vectors

';}."'j =

a; = {a; 1., and ax = {ax;}Y

to obtain a measure of similarity of exchanges i and k on the Bitcoin
blockchain.

To see if the two constructed similarity measures isolate the same group of
exchanges we apply the K-medoids clustering algorithms to each of the
similarity measures. The K-Medoids algorithms tries to group similar
exchanges together to minimize the withincluster sum of distances between
exchanges. Itis a popular clustering method available in many packages®.

Figure 6 (view original figure here: https://www.nber.org/system/
files/working_papers/w29396/w29396.pdf) shows the result of the

8 We use KMedoids routine from Python module sklearn extra in our analysis, see Hastie et
al. (2001), 14.3.10 for more details.
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application of K-medoids clustering algorithms based on the currency-
pair similarity measure. We can see that there are four no- table groups of
exchanges. These are US-European (group 5), Korean (group 3), Japanese
group (4), and Tether (group 2) exchanges. The sharp clustering of Korean
and Japanese exchanges reflects the fact that these exchanges use the
national fiat currency as the base currency and trade a small number of
currency pairs. A similar situation holds for US-European exchanges
where both dollar and euro serve as a base currency, with the dollar
usually being more popular. The majority of group 2 exchanges are
crypto-only exchanges, which do not offer an opportunity to trade against
a fiat currency. These exchanges usually use Tether as a base currency
and list a large number of different cryptos for trading. There are also a
few isolated exchanges that have less popular base currencies. For
example, Coinfloor uses British pound, BitBay Polish zloty, and ACX
Australian dollar.

Next, we apply the K-medoids clustering algorithms to the Bitcoin
blockchain similarity measure. Figure 7 (view original figure here:
https://www.nber.org/system/files/working_papers/w29396/w29396.pdf)
shows the results®. Comparing Figures 6 and 7, we can see that the
difference in distance between exchanges within a cluster and exchanges
from different clusters is not as pronounced as in the case of clustering
based on the cryptocurrency pairs. This should not come as a surprise since
exchange integration depends not only on the cryptocurrencies traded but
also on the capital controls that are in place in a given country.
Two exchanges in different countries can be well separated in the
cryptocurrency pair distance if they use different fiat currencies but can be
very similar in the Bitcoin blockchain distance if they operate in countries
without capitalcontrols.

Nevertheless, Figures 6 and 7 show that clustering of major groups
of exchanges based on the two similarity metrics produces broadly similar
results. In particular, the Korean and Japanese exchanges in both cases are
grouped together. The US-European and Tether exchanges are less clearly
separated. For example, Poloniex, which is crypto-only exchange, is now

% K-medoids clustering algorithms takes the number of clusters as a parameter. Since there
is no rigorous theory to determine it, we use a default value of 8.
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grouped together with Coinbase, Bitstamp, Gemini, Kraken, and Bitfinex.
This is again consistent with our results in Makarov and Schoar (2020), where
we show that the US-European and Tether exchanges are better integrated
than exchanges in Korea and Japan.

3.5. Enforcement of KYC norms
for Bitcoin Transactions

We conclude our study of Bitcoin volume with the analysis of flows
associated with the shadow economy. Light regulation and the anonymity
of cryptocurrencies have made them a popular choice for anyone who
wants to evade legal or regulatory scrutiny or engage in tax evasion.
Proponents of cryptocurrencies often Llike to point out that
cryptocurrencies are still superior to cash because of their digital
footprint. While the digital footprint indeed imposes some constraints to
the anonymity of transactions, and in some cases helped catch offenders,
it is important to realize that there are strong limitations.

To understand the challenges of enforcing Know-Your-Customer
(KYC) norms, it is instructive to consider a network centered on Hydra
Market, which is one of the largest dark net marketplaces'®.

Hydra Market has been in operation since 2015 and has been
growing rapidly since then. We focus on the most recent period, 2020 -
June 2021. Over this period, Hydra market received 147,620 bitcoins
from 514,855 clusters and sent them to 315,359 clusters. The 514855
sending clusters in turn received their flows from 3,291,180 clusters, and
the 315,359 sending clusters sent to 500,544 clusters, of which 116,131
are new clusters. be very similar in the Bitcoin blockchain distance if they
operate in countries without capital controls.

Figure 8 (view original figure here: https://www.nber.org/system/
files/working_papers/w29396/w29396.pdf) depicts the resulting net-
work, where for ease of illustration we retain only nodes that send at
least 1000 bitcoins within this network. When computing volume in this
network we intentionally exclude volume between any clusters that

10 https://www.bloomberg.com/news/articles/2021-02-01/darknet-market-had-a-record-
2020-led-by-russian-bazaar-hydra.
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belong to the list of known or high volume entities, which we studied in
Sections 3.3 and 3.4.

The node size reflects the total amount of bitcoins sent from Hydra
Market to a corresponding entity. The edge size is proportional to the
volume between two different entities. In the case when two clusters send
flows to each other, the direction of the edge between these clusters agrees
with the largest flow, and the edge is depicted with a red segment. The orange
color shows identified clusters, the green color marks unknown high volume
clusters, the turquoise color shows short-lived clusters with a lifespan
below one month, the purple color marks the remaining clusters.

Figure 8 reveals that the highest volume entities interacting
directly with Hydra Market are non-KYC exchanges such as LocalBitcoins,
Bitzlato, Binance, Huobi, and Totalcoin!!. Once the flows arrive at these
exchanges they get mixed with other flows and become virtually
untraceable, and so can be sent anywhere afterwards.

The figure also shows that direct interactions of Hydra Market with
those exchanges that try to enforce KYC norms, such as Coinbase and
Gemini, are modest; but their interaction with the neighboring clusters is
significantly larger. For example, Coinbase directly sent and received 196
and 126 bitcoins from Hydra Market, respectively. But it sent 530,000
and received 218,000 bitcoins via the neighboring clusters.

Looking at Figure 8 we can see that the majority of flows to and
from Coinbase occur through short-lived clusters, which in most cases are
created for the sole purpose of obfuscating the origin of funds. A typical
transaction involves mixing tainted funds (those that can be traced to Hydra
Market) with “clean” (not traceable to illegal transactions). Each mixing
reduces the share of tainted flows. The process is repeated several times
until the resulting flows become clean enough to send them to KYC
exchanges.

What are the implications of the above analysis? First, non-KYC
entities serve as a gateway for money laundering and other gray
activities. The decentralized nature of the Bitcoin protocol makes it easy
for these entities to operate - they only need to have their servers in a
country where the authorities are willing to tolerate their existence.

1 https://bitshills.com/best-non-kyc-crypto-exchanges/.
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If KYC entities are allowed to accept flows from entities that are not
following strict KYC norms (the current state) then the digital footprint
has a very limited effect on preventing tainted flows from entering into
wide circulation. The ability to trade “privacy coins” such as Monero and
the increasing popularity of DeFi platforms further facilitate these money
laundering strategies.

Second, even if KYC entities were restricted to deal exclusively with
other KYC entities, preventing inflows of tainted funds would still be nearly
impossible, unless one was willing to put severe restrictions on who can
transact with whom and make every transaction subject to the approval of
a type of blockchain analytics companies such as Bitfury Crystal Blockchain
and Chainalysis. Note that if this regime was to realize these firms would
become the de facto trusted parties essential for the functioning of the
Bitcoin network. But this is exactly what the Bitcoin protocol is
designed to circumvent. If trusted parties exist there are simpler and more
efficient solutions than the Bitcoin protocol, e. g., a permissioned blockchain.

Finally, notice that while transacting in cash and storing cash involve
substantial costs and operational risks, transacting in cryptocurrencies and
storing them are essentially costless (apart from fluctuation in value). The
wider the adoption of Bitcoin is, the easier it will be to use it for
transactions without ever having to touch regulated entities, and the more
attractiveitwillbecome for malfeasance and shadow economy.

(To be continued.)
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