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Abstract. The detailed analysis of the Bitcoin network and its main participants.
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Schoar, MIT Sloan School of Management) completed the study authorized by the
National Bureau of Economic Research (NBER), the US-based private agency. The
Bitcoin network is defined as a new database comprising many of public and
proprietary sources to link bitcoin address to real object, and an extensive set of
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the blockchain. Second, they document the concentration and regional
composition of the miners which are the backbone of the verification protocol and
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4. Miners

Miners are the backbone of the verification process of the Bitcoin
blockchain. Their role is to process and verify Bitcoin transactions by
solving a computationally difficult problem. For this service, miners are
rewarded with newly created Bitcoins and transaction fees.

A proof of work protocol like Bitcoin requires a majority of
decentralized miners to be honest for its record keeping function to work.
If a single miner or a set of colluding miners were to command a majority
of the mining power in the network, the ledger could become controlled
by the colluding group and result in the infamous 51% attack, in which
the group can alter the previously verified records.

It is therefore important to understand how distributed or reversely
how concentrated the mining capacity is. The discussion of miner
concentration in the existing literature so far has focused on mining pool
concentration. By design, the probability of mining a block and obtaining a
block reward in the Bitcoin blockchain is proportional to the hashing power
spent on mining. This provides strong incentives for miners to pool their
computing power and co-insure each other. As a consequence, mining in the
Bitcoin blockchain is dominated by mining pools. Figure 9 (view original
figure here: https://www.nber.org/system/files/working_papers/w29396/
w29396.pdf) shows the evolution of mining pool shares over time.

Figure 9 shows that mining is dominated by just a few pools. Six out
of the largest mining pools are registered in China and have strong ties to
Bitmain Techonologies, which is the largest producer of Bitcoin mining
hardware, Ferreira et al. (2019). The only non-Chinses pool among the
largest pools is SlushPool, which is registered in the Czech Republic.

But while pools function like aggregators of hashing capacity and
can therefore have substantial influence over the Bitcoin protocol, they
do not necessarily control their miners. As Cong et al. (2020a) emphasize,
the power that a pool operator has vis-a-vis the miners depends on the
ease with which miners can shift capacity across pools, which in turn
depends on the underlying size distribution of the miners. The latter also
affects the systemic risk of Bitcoin. The higher is the concentration of
mining capacity, the easier it becomes for a hostile party to disrupt or take
over the existing mining capacity by (physically) attacking a few miners.
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Unlike information about mining pools, which is commonly available,
information about individual miners is not readily available®.

To fill this gap, we use transactions data from the Bitcoin blockchain
to trace mining rewards from different pools to the miners that work with
them. Since each pool uses its own algorithm to distribute rewards, we
build separate algorithms for each pool to map out the pool’s distribution
dynamic. In Table 1, the number of blocks and bitcoins mined by each
pool in 2015-2021 is specified. This is a complex process since pools
organize their distribution protocols differently from one another and
often accumulate rewards in several layers of distribution addresses
before sending them to the miners. The details of how we trace miners
are explained in the Appendix.

We track the largest 20 pools except for four Chinese pools: BTCC
Pool, BixIn, Huobi Pool, and OKExPool. These four pools are closely
integrated with their corresponding exchanges. In particular, their
redistribution addresses are held on these exchanges, which impedes the
tracing of individual miners. Of the pools we trace, Bitfury and Lubian are
private pools, which we treat as single entities. To the best of our
knowledge, this is the first study that accurately links miners to their
mining pools.

Some miners choose to collect their rewards using their private
wallets and some send their rewards directly to their accounts with an
exchange or on-line wallet services. We call the former type private-
wallet miners and the later exchange-wallet miners. We differentiate
between private-wallet and exchange-wallet miners because in the case
of private-wallet miners we can more precisely identify the size of a
miner since we can assign different mining addresses that belong to the
same cluster to one miner. For exchange-wallet miners, we cannot group
different addresses together so we treat each exchange mining address as
a separate miner. As a result, we can only provide a lower bound for the
size of these exchange-wallet miners since a given entity could control
several addresses.

L Miners often use the scriptSig filed to include the name of their mining pool as part of
the coinbase transaction, which makes it possible to assign the rewards to pools.
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Summary statistics for mining pools

Pool name

bitcoins mined

blocks mined

Table 1

AntPool
F2Pool
BTC.com
BTCC
BitFury
SlushPool
ViaBTC
BWPool
BTC.TOP
Poolin
KnCMiner
Huobi Pool
Bixin
GHash.1IO
1THash
Eligius
OKExPool
Binance Pool
BTC Guild
WAYI.CN
Lubian.com
BytePool
BATPOOL
SpiderPool
tigerpool.net

Sigmapool.com

876,845
840,083
425,200
353,253
351,880
320,082
258,443
250,044
222,190
209,018
109,923
86,571
80,682
47,644
42,711
41,002
40,241
32,395
24,731
17,486
13,279
12,712
6,266
4,367
3,620
2,204

53,535
51,701
35,005
17,719
18,185
21,657
21,302
12,733
17,039
19,833
4,466
9,044
5,778
1,912
4,780
1,650
3,957
4,683
985
1,465
1,783
1,002
441
493
285
217
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To separate private-wallet miners from exchange-wallet miners we
first check if a miner's address belongs to a known exchange or entity.
Since our data can miss some exchanges or OTC desks, we treat all miner
addresses that belong to suspiciously large clusters as exchange-wallet
clusters. These are clusters that (1) consist of many addresses, (2) receive a
large number of bitcoins that cannot be traced to mining activity,
(3) have many mining addresses as their members. This means we err on
the side of being conservative when defining miner size. In the next step,
we screen out entities that receive irregular rewards and that received less
than $1000 or fewer than 25 times of reward over their lifetime. Finally,
we manually check the largest 150 largest independent-wallet miners by
USD rewards to ensure that we are not mistaking re-distribution addresses
for miners. After applying these filters, we end up with 105,494 private-
wallet clusters and 137,656 exchange-wallet addresses. The exchange-
wallet addresses belong to 305 known exchanges and on-line wallets and
284 unknown clusters. Since a miner’s reward is proportional to its mining
capacity we measure each miners’ capacity as the bitcoins that are sent by
pools through distribution transactions?.

In Figure 10 (view original figure here: https://www.nber.org/
system/files/working_papers/w29396/w29396.pdf) we plot how our
algorithm captures the mining capacity in the Bitcoin blockchain from
January 2015 till the beginning of 2021 as a proportion of all coinbase
rewards that are available in a given week. The blue line shows the rewards
that are captured by the pools that we can trace. This information is obtained
from public information by the mining pools at an aggregate level. Early in
the sample, our mining pools cover about 60% of the mining rewards, but by
the end of the sample, this number is close to 90%. The red line shows the
distributed mining rewards that we can trace on the blockchain from the
pool’s distribution address to the underlying miners, for our twenty mining
pools. We can see that we are able to trace about 90% of the pool rewards.
Finally, the green line in Figure 10 shows that rewards collected by
exchange-wallet miners. It shows that exchange-wallet and private-wallet
miners each command about 50% of total capacity.

2 Pools differ in the amount they charge their miners and payout schemes, see Cong et

al. (2020a). Because pools compete with each other we expect these differences to
have a small impact on measuring miners’ capacity.
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4.1. Concentration of Mining Capacity

We now analyze the concentration of mining capacity across individual
miners. Each month, we sort active miners by their size and calculate what
percentage of total mining capacity is controlled by different quantiles. The
results for the top 50%, 10%, 5%, 0.5%, and 0.1% miners are presented in
Figure 11 left panel (view original figure here: https://www.nber.org/system/
files/working_papers/w29396/w29396.pdf). The figure shows that Bitcoin
mining is concentrated and the concentration of mining capacity has been
relatively stable over time. The top 50% of miners control almost all mining
capacity. Top 10% control 90% and just 0.1% control close to 50%.

Next, we calculate how many miners are necessary to cover 10%, 20%,
30%, 40%, or 50% of total mining capacity. Figure 11 right panel shows
that for the 50% threshold, which is of particular interest because of the
dangers of a 51% attack, between 2015 and 2017 it typically took less
than 50 miners. At the beginning of 2018, the number was as high as 250
miners, but by the end of 2020 fell again under 50 miners. Assuming that
missing pools have similar concentration and given that by the end of 2020
we trace about 90% of all mining pool capacity, our results suggest that by
the end of 2020, the largest 55-60 miners controlled at least half of all
Bitcoin mining capacity. Figure 11, right panel, also highlights that the
concentration of mining capacity is counter-cyclical. It decreases following
sharp increases in the Bitcoin price and increases in periods when the price
drops such as in 2018.

Also, concentration increases after the Bitcoin halving dates - the
dates when the block reward halves, July 2016 and May 2020 in our
sample. These results suggest that the set of large miners is relatively
stable, and it is small miners which enter and leave the mining business in
response to price shocks. Thus, the risk of the 51% attack increases in times
when the Bitcoin price drops precipitously or following the halving events.

4.2. Geographic Concentration of Miners

Next, we investigate the geographic distribution of miners, which has
been another area of concern. Having control over a majority of mining
capacity, de facto, means control over a cryptocurrency. As a result, geogra-
phic concentration increases the risk that a private or a state actor in one part
of the world, could gain control over the network and inflict large losses on
the general public and financial institutions if they are holding bitcoins.
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Determining the geographical distribution of miners is not an easy task.
So far, the main data has come from the analysis of miners’ IP addresses®.

When a miner connects to a pool server, the pool operator can see
the IP address of the miner. Unless a miner uses a VPN address, the pool
operator can use this IP address to determine the geographical location.

In this paper, we utilize a new approach, which takes advantage of
our ability to trace miners on the blockchain. Since we can observe
miners’ addresses on the blockchain we can also see at which exchanges
they cash out their rewards. We conjecture that miners in a particular
region would most likely send their rewards to an exchange that is
prevalent in this region. By studying to which exchanges miners send
their rewards we can infer their location.

There are several advantages of our method over existing ones.
First, we are able to cover the majority of the universe of miners and not
only a few select pools. Second, our method may give a more accurate
picture than using IP addresses, especially for miners that operate in
countries where mining is restricted. In such countries, miners might deli-
berately hide their location or instruct pools not to reveal their location in
fear of information being revealed to the local authorities or regulators.

One limitation of our approach is that some exchanges are not
region-specific, but operate across many jurisdictions. Since miners can
send bitcoins to such internationally accessible exchanges independent
of the miner’s location, observing flows to them does not necessarily tell
us where the miner is located. To capture these exchanges, we create a
separate category that we call International. As a result, we end up
classifying exchanges into four large categories: Chinese, US-Europe,
International, and Other. The International category includes exchanges
that operate across many jurisdictions, and rely on stable coins like
tether; examples are exchanges such as Binance and Gate.io. The Other
category includes all identified exchanges in regions outside the above
ones. Table 2 shows the regional distribution of exchanges.

®> One of the best-known data providers based on this approach, Cambridge Center for
Alternative Finance, has been collecting aggregated data from three pools: BTC.com,
Poolin, ViaBTC, and recently from Foundry USA.
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Table 2
Location of exchanges

Exchange name Region

Binance US US/Europe
Bitstamp US/Europe
Coinbase US/Europe
Coirsq US/Europe
Gemini US/Europe
Kraken US/Europe
Liquid US/Europe
LocalBitcoins US/Europe
Pax ful US/Europe
Uphold US/Europe
BTCChina China
Bitkan China

BixIn China

Bkex China

EXX China
Huobi China
MXC.com China
OkCoin China
Allcoin International
BCEX International
Bibox International
BigONE International
Binance International
Bitv-Z International
BitForex International
Bitfinex International
Bittrex International
Cobinhood International
CoinEgg International
CoinEx International
Cateio International
Hie BT! International
Kucoin International
OKEx International
Poloniex International
Tidex International
ZB.com International
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Using this proxy for miner location, Figure 12 Panels A and B (view
original figure here: https://www.nber.org/system/files/working_papers/
w29396/w29396.pdf) show how the mining capacity is distributed across
regions. Panel A plots the monthly value of Bitcoin rewards that are
cashed out by miners in different regions and Panel B the percentages
across different regions*.

Starting in 2015 we see that a majority of mining capacity is located
in China, between 60% to 80% in the period between 2015 and the
middle of 2017. After the second half of 2017 we see a slight drop in the
mining capacity of miners that cash out on Chinese exchanges, the
fraction falls to 50%. However, at the same time, we see a significant
increase in the miners that cash out on International exchanges, in
particular on Binance. Binance was founded in 2017 and quickly became
one of the largest and liquid exchanges, which made it an attractive
trading venue for miners to cash out their rewards. We show in the next
section that it is the second most popular destination after Huobi among
Chinese miners. Taken together the monthly bitcoins cashed out on
Chinese and International exchanges suggest that since 2017, Chinese
miners have dominated the mining landscape and accounted for about
70% of total mining capacity, which is in line with previous estimates.

4.3. Xinjiang Event

In order to verify the validity of our approach of identifying miner
locations by looking at where miners cash out their Bitcoin rewards, we
take advantage of a recent incidence in the Xinjiang province of China.

In April of 2021, a major coal mine was flooded and killed several
miners.

In response to the event, the Chinese government shut down the
mine for the weekend of April 17-18, 2021 and with it, the electricity
supply for the whole region was shut down.

Typically this is a region that has heavily subsidized electricity prices
due to the abundant energy from coal mining and thus has attracted a lot

In this graph we focus on rewards cashed out by exchange-wallet miners and private
pools. Many large private-wallet miners tend to accumulate their rewards over time,
and some do not cash them out at all. The regional distribution of private-wallet miners
that cash out their rewards is in line with that of the exchange-wallet miners.
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of Bitcoin miners to locate there. During the time of the accident,
worldwide Bitcoin mining capacity dropped by over 35%. Since only
miners that were physically located in Xinjiang province were directly
affected by the shutdown, by identifying miners for whom hashing
capacity dropped significantly during the weekend of April 17-18 2021,
we can precisely pinpoint miners that must be physically located in this
region of China. Since most of the large miners in China are operating
across multiple locations within the country, we do not necessarily expect
that many miners have a 100% drop.

To identify affected miners with a high degree of accuracy, we focus
on those that received rewards every day in the period before April 8. This
approach allows us to identify a total of 5012 miners. We measure
capacity based on the coinbase rewards that miners received. Figure 13
plots the time series of miners that lost more than 20% hashing capacity
between April 8 and May 8. We see that there are 1,158 miners that lost
20%, 804 miners that lost more than 50% of their mining capacity, and
460 miners which lost 100% of income (view original figure
here: https://www.nber.org/system/files/working_papers/w29396,/w29396.p
df). After the coal mine was reopened and access to electricity was restored,
we see a swift return to almost the same level of capacity as before the
event. But some of the smallest miners seem to have dropped off.

If we take the 804 miners that lost more than 50% of their hashing
capacity due to the event, 608 of them come back on-line by April 23.
Out of these miners 403 are exchange miners. This set of miners uses the
following exchanges to trade Bitcoin in the period before the mining
accident: Huobi (42%), Binance (10%), OKEx (9%), BixIn 25 (6%), EXX
(4%), Bit.com (4%), and 15% is cashed on unknown exchanges. We only
use the period before the mining accident to abstract from any
disruptions that might have happened due to the accident. For the 205
independent miners, 140 sent Bitcoin to named entities. The exchanges
used by the majority of these independent miners are again: Huobi (40%),
Binance (26%), OKEx (8%), and BixIn (4%). The results validate our
assignment of Chinese exchanges since we see that this set of miners, for
whom we know that they are located in China, are using predominantly
China-origin exchanges and Binance. More generally the results provide
support for our approach of using the region where miners cash out their
Bitcoin rewards to determine their geographic location.
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5. Ownership of Bitcoin

Since the inception of Bitcoin in 2009, there has been intense
interest in the question of who are the largest owners of Bitcoin, and how
much they actually own. There are websites dedicated to tracking the
addresses with the largest Bitcoin holdings, the so-called “rich list”, one
of the most well-known and widely followed Llists in the crypto
community. But the question of ownership concentration is not only a
matter of curiosity and intrigue. From a public policy perspective, it is
important to understand the ownership and concentration of Bitcoin
holdings since it determines who is positioned to benefit most from any
price appreciation. Are these a select few investors or the general public?
To shed light on these questions, we study the ownership and
concentration of Bitcoin holdings as of the end of 2020.

Determining the concentration of ownership is more complicated
than just tracking the holdings of the richest addresses since not all large
addresses represent individuals. Many public entities, e. g., exchanges and
on-line wallets, hold Bitcoin on behalf of other investors. Therefore, the
first step in our analysis is to differentiate between addresses belonging
to individual investors and those belonging to intermediaries.

When market participants deposit their bitcoins with exchanges or
on-line and custodial wallets they forfeit their bitcoins to the exchange.
Exchanges usually mix all deposits together and store them in the so-
called cold wallets — Bitcoin addresses stored on special devices not
connected to the Internet because of security concerns.

A given intermediary typically has only a few Bitcoin addresses that
constitute its cold wallet but these addresses hold very large balances. For
example, the cold wallet of Binance, which is one of the largest cold
wallets, holds 300,000 bitcoins as of the end of June, 2021°. However, not
all exchanges have a cold wallet that is as distinct as Binance’s cold wallet.
Because cold wallets typically consist of few addresses and send and
receive funds only infrequently, the default clustering algorithm in many
cases does not link them to the corresponding hot wallets of exchanges.
Therefore, identifying cold wallets presents a significant challenge.

5 https://bitinfocharts.com/bitcoin/wallet/Binance-coldwallet.
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To address this challenge, we scrutinize the addresses in the “rich”
list that have a balance of at least 1000 bitcoins as of Dec 31, 2020.
There were 2258 such addresses, which controlled 7.9 million bitcoins -
almost half of all bitcoins in circulation. Since cold wallets hold large
balances, their addresses are very likely among these “rich” addresses.
The fact that so few addresses control almost half of the bitcoins in
circulation is often taken as prima facie evidence of the high
concentration of Bitcoin holdings. This view, however, neglects the fact
that some of these addresses belong to cold wallets and therefore,
represent holdings of a large number of people.

We deal with the shortcomings of the default clustering algorithm by
developing a suite of algorithms based on graph analysis to classify
addresses into two groups: addresses that belong either to individual
investors or those that belong to intermediaries. For each rich address, we
first check if it belongs to a cluster identified in our database. If the address
does not belong to any known entity we build a network of clusters that
sends bitcoins to this address (or the cluster that contains this original
address). This is a recursive process. First, we find clusters that send their
balances directly to the address. In many cases, there is a unique such cluster.
For example, 1GR9qNz7zgtaW5HwWwVpEIWMnGWhsbsieCG receives all
its balance from another address 1MzG9Gx5G3ZTXtEQT4FIg23Cb3g
S6UF982 on May 17, 2018, which in turn gets all its balance from an
unknown old large cluster that dates back to 2014.

The cases where there is a unique parent cluster at each step are
particularly simple. Here we stop the process if (1) we reach a cluster that
belongs to a known entity, or (2) we reach a large unknown cluster, or
(3) we reach a sufficiently old cluster, which we know is not a cold wallet
of any exchange or online wallet. In the first case, if a known entity is an
active intermediary, e. g., exchanges or online wallet, we mark the rich
address as linked to an intermediary entity. If the known entity is an
individual entity, e. g., a miner, or defunct intermediary we mark it as
belonging to an individual. In the second case, if a large unknown cluster
is an active cluster, we classify the initial rich address as linked to an
intermediary, or to an individual investor, otherwise. Finally, in the last
case, we classify the initial rich address as belonging to an individual
investor. In the case where a rich address receives its balance from several
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clusters, we continue tracing flows to each parent cluster. The following
outcomes are typically realized. First, the process can link the address to a
network dominated by a single large cluster, in which case we follow the
same classification rules as in the case of a 27 unique parent cluster. For
example, Figure 20 (view original figure here: https://www.nber.
org/system/files/working_papers/w29396/w29396.pdf) shows the network
realized from tracing flows to 1P5ZEDWTKTFGxQjZphgWPQUpe
554WKDfHQ (abbreviated as 1P5ZE, which has been the third richest
address at the time of writing this paper. The picture shows that all its
flows originate from a single cluster containing address
1FzZWLkAahHooV3kzTgyx6qsswXJ6sCXkSR (abbreviated as 1FzWL). The
latter cluster is an active large unidentified cluster, which mostly interacts
with major exchanges. Therefore, we classify 1FzZWL as an intermediary.
Since 1P5ZE not only receives flows from 1FzZWL but also sends them
back we conclude that 1P5ZE is a cold wallet of 1FzWL.

The second common outcome is when the address’ balance is traced
to at least two known entities. Unless the address belongs to a large active
cluster we mark the address as individual in this case. Finally, in a few cases
where we are uncertain about whether an address belongs to an
intermediary or an individual, we mark those addresses as ambiguous.
Overall, out of the total 2258 rich addresses, we classify 1 013 as
individual, 1 154 as linked to intermediaries, and 47 as ambiguous. Figure
21 shows the amount of Bitcoin held in the wallet of intermediaries over
time (view original figure here: https://www.nber.org/system/files/
working_papers/w29396/w29396.pdf). The balance held at intermediaries
started accelerating in 2014 has been steadily increasing over time. By
the end of 2020 it was equal to 5.5 million bitcoins, roughly one-third of
Bitcoin in circulation at the time.

We now contrast the holdings of intermediaries with those of
individuals, which we proxy for in two ways. First, we include rich
addresses that we classified as individual in our analysis of “rich”
addresses. Second, we include all unknown clusters that had a balance
between 1 and 1000 bitcoins on Dec 31, 2020 and that have not been
active in the entire year of 2020. We impose the inactivity constraint to
separate individual wallets from wallets that might possibly belong to
intermediaries. Some of these clusters might be old or even forgotten
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addresses, and others are likely to belong to long-term investors. There
are 400,000 of such clusters and they collectively control 8.5 million
bitcoins by the end of 2020. This is 3 million bitcoins more than what is
held in exchange wallets.

Figure 22 (view original figure here: https://www.nber.org/system/
files/working_papers/w29396/w29396.pdf) shows the evolution of the
individual bitcoin balances over time. In Panel A we calculate the date of
the first transaction for each individual cluster and consider it as a proxy
for the age of this cluster. We then assign the balance a cluster holds at
the end of 2020, to the inception date of the cluster. This allows us to
decompose the holdings of individual investors as of 2020 into the age of
the owners. Panel B shows how the balances accumulated over time.

The results show there were a few time periods when substantial
balances of bitcoins were established. First, there are more than 1 million
bitcoins mined by the investor of Bitcoin, Satoshi Nakamoto, in the early
days of Bitcoin blockchain. The true identity of Satoshi Nakamoto remains
unknown to this date, and with it, the ownership of these early bitcoins.
Other periods when substantial balances were accumulated coincide with
times of very rapid Bitcoin price appreciation and subsequent crashes
such as 2014, end of 2017, and beginning of 2018.

In a final step, we now look at the concentration of individual Bitcoin
ownership. In Figure 23, we sort individual clusters according to their
balance at the end of 2020 and plot their cumulative balance against the
number of individual clusters that are holding these bitcoins. Figure 23
(view original figure here: https://www.nber.org/system/files/working_
papers/w29396/w29396.pdf) shows that participation in Bitcoin is still
very skewed toward a few top players even at the end of 2020. We see
that only 1000 clusters control three million bitcoins and the top 10,000
own more than five million bitcoins which is about a quarter of all
outstanding bitcoins.

It is also important to note that this measurement of concentration
most likely is an understatement since we cannot rule out that some of the
largest addresses are controlled by the same entity. In particular, in the
above calculations, we do not assign the ownership of early bitcoins, which
are held in about 20,000 addresses, to one person (Satoshi Nakamoto) but
consider them as belonging to 20,000 different individuals.
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6. Conclusions

We study the transaction behavior and ownership patterns of the
main market participants in the Bitcoin eco-system using data from the
Bitcoin blockchain. Our analysis highlights three major sets of findings.
First, we show that exchanges play a central role in the Bitcoin system.
They explain 75% of real Bitcoin volume, while other types of
transactions, such as illegal transactions or mining rewards, explain only
a minor part of total volume. Exchanges are also the most connected
nodes on the blockchain. The strong interconnectedness of exchanges
and the ease with which tainted bitcoins can be intermingled with clean
volume, has important implications for the transparency and traceability
of transactions, and the enforcement of Know-YourCustomer (KYC) norms
across the network.

Second, we document the concentration and regional composition of
Bitcoin miners, the entities providing the verification of transactions on
the Bitcoin platform. Unlike 29 information about mining pools,
information about individual miners was previously not available. We
show not only is the Bitcoin mining capacity highly concentrated, but it
varies counter-cyclically with the Bitcoin mining rewards. As a result, the
risk of a 51% attack increases in times when the Bitcoin price drops
precipitously or after the halving events.

Third, we study the ownership and concentration of Bitcoin holdings.
We show that while the balances held at intermediaries have been
steadily increasing since 2014, even by the end of 2020 it comprises only
5.5 million bitcoins, about one-third of Bitcoin in circulation. In contrast,
individual investors collectively control 8.5 million bitcoins, almost half
the bitcoins in circulation by the end of 2020. Within individual holdings,
there is significant skewness in ownership.

Our results suggest that despite the significant attention that Bitcoin
has received over the last few years, the Bitcoin eco-system is still
dominated by large and concentrated players, be it large miners, Bitcoin
holders or exchanges. This inherent concentration makes Bitcoin
susceptible to systemic risk and also implies that the majority of the gains
from further adoption are likely to fall disproportionately to a small set of
participants.

HayuyHble 1 TexHuyeckme 6ubnmnotekn, 2022, N2 11 167



Appendix

Pass-through volume

Many Bitcoin clusters have a very short lifespan and are therefore
unlikely to represent stand-alone or economically independent entities. In
what follows, we call these clusters short-term clusters. These types of
pass-through addresses are often created by wallet programs or are part
of a user's attempt to either consolidate their Bitcoin addresses or create
possible divisions of their holdings. We reassign volume associated with
short-term clusters to the clusters that directly interact with short-term
clusters, and eliminate short-term clusters from further analysis. In doing
so, we differentiate between two cases shown in Figure 14. In the first
case, depicted in the left panel, a short-term cluster P has a single
incoming transaction and a single outgoing transaction. In the second
case, depicted in the right panel, a short-term cluster can have multiple
incoming and outgoing transactions. We separate the two cases because
the first case is much more prevalent and significantly easier to deal with.
There are 256 million clusters of the first type and 34 million of the
second type, correspondingly. These clusters account for 53% and 4% of
the full blockchain volume, respectively. 99:7% of the first type of
clusters consist of a single address.

Formally, we classify a cluster as a short-term cluster of the first type
if the following four conditions are satisfied.

1. The cluster has only one incoming transaction and one outgoing
transaction.

2. The cluster has no balance left after the two transactions.

3. The time difference between its two transactions is less than a
week, or fewer than 1068 blocks on the blockchain.

4. The incoming transaction is not a CoinJoin transaction.

For a non-Coinloin transaction, the first condition ensures (with the
default clustering algorithm) that the short-term cluster receives its flows
from a single cluster (cluster A in the picture). This makes it
straightforward to eliminate the short-term cluster and reassign its
volume: we simply record volume from P to Bi as volume from A to Bi,
i=1;:N:

168 Scientific and Technical Libraries, 2022, N2 11



The default BlockSci clustering algorithm treats Coinloin
transactions separately and does not automatically group sending
addresses together. As a result, in this case, the short-term cluster
receives its flows from several different clusters, and becomes a special
case of the second type of cluster.

We classify a cluster as a short-term cluster of the second type if the
following three conditions are satisfied.

1. The cluster's current balance is less than 0:001 BTC.

2. The time difference between the cluster's first transaction and its
last transaction is less than one week, or fewer than 1068 blocks on the
blockchain.

3. The cluster is created at least one week before the end of the
database.

The main complication with factoring out short-term clusters of the
second type arises from the fact some of them may form a cycle. For
example, Figure 15 depicts a situation where two short-term clusters P,
and P; send flows p1; and p»: to each other.

Elimination of short-term clusters of the second type, which are not
part of any cycle, is straightforward: we record volume from Aj,j=1; ;M
toBi,i=1;:;Nas

w

S wy

see Figure 14. When short-term clusters form a cycle, e. g., as shown in
Figure 15, this procedure leads to an infinite recursion. To avoid it,
consider the map F defined as

X Uy, (1)

wi+pP21 P12
F= w1 wo (2)
_ P21 w2+P12
w1 w3z
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Note that

Uy P21 T W1 — Pi2 un
( ; ) - ( : ) B ( : ) (3)
Uz Plz T W2 — P2y w3
where we used the fact the each short-term cluster Pi has to have zero
balance. Therefore,

w v
1 _ }_._1 1
wa Vg
1 wy e + wyws w12 " 4
wpre + Wapsa + Wy Wa wapay + wiiva a2 : ( )

The matrix F! defines a map from.

(5)=(5)

In a general case, where n short-term clusters from a cycle, the
matrix F can be constructed as follows. First, for each short-term cluster
Py let wi be the total inflows from all non-short-term clusters to Py, vk be
the total outflows from Py to all non-short-term clusters, and pw and pibe
the flows from Py to Pirand from P, to Py, respectively. Define matrix T as
follows:

—Dij for i # j
> Pri» fori=gj

Let I(n) be the n-by-n identity matrix and W be a diagonal matrix
with diagonal elements Wii =wi;i=1;:;n: Then F=1+TW?

We partition all interconnected short-term clusters of the second
type into disjoint components using Julia LightGraphs package and its
strongly connected components routine®. For each strongly connected

Ty =

6 See Bondy and Murty (2008), 3.4 and https://github.com/JuliaGraphs/LightGraphs.jl for
more details.
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component, we construct matrix F, as described above, and compute its
inverse. Finally, we use matrix F to factor out volume of short-term
clusters that belong to this component.

Identifying miners from mining pools

We use the data collected from BTC.com to find out which block was
mined by which pool. Table 1 provides summary statistics of the mining
pools. It reports the total number of blocks and Bitcoin mined by each
pool. We trace the pools which are marked in bold font. Private pools are
marked in italic.

In what follows, we document how we trace miners using one of the
largest pools, AntPool, as an example. We start our analysis by identifying
a pool's coinbase reward collection addresses. We collect these addresses
by looking at the coinbase transactions of the blocks that are mined by
this pool. Figure 16 shows an example of such a transaction in Block
684887 for AntPool. As a reward for its mining effort in this transaction,
AntPool collected 6.25 BTC in block rewards and 0.56 BTC in transaction
fees using address 12dRugNcdxK39288NjcDV4GX7rMsKCGn6B. The
coinbase signature of AntPool is underlined in red.

Typically, pools use few addresses to collect their coinbase rewards.
For example, AntPool over its history has used a total of 72 addresses, and
in fact collected most of its rewards only in two addresses, 1Nh7u... and
12dRu... since 2018. Figure 17 shows a time-series of the decomposition of
the rewards collected by each of these collection addresses.

Having collected mining rewards, pools then distribute them back to
the miners that work with the pool. Each pool uses its own distribution
algorithm. Typically, pools first pass on the rewards to a set of designated
distribution addresses, which then distribute rewards to individual miners.
Figure 18 shows the flow chart for AntPool. The coinbase collection
addresses are marked in light green and designated distribution
addresses in light blue. In the case of AntPool there are 13 designated
distribution addresses, which distribute 97% of the total rewards. We
create similar flow charts for each of the other pools to identify their
designated distribution addresses.

Since pools employ many miners it is usually impossible to distribute
rewards to all miners in one transaction. Therefore, many pools use long

HayuyHble 1 TexHuyeckme 6ubnmnotekn, 2022, N2 11 171



peeling chains to accomplish this task. The distribution of the rewards
starts from a designated distribution address. It distributes the rewards to
a large number of miners; collects the change in a new one-off address
that distributes the reward to the next set of miners, and so on. Figure 19
shows the first two steps. In the first step, a designated distribution
address 1F4JZ... of AntPool starts with a balance of 100 bitcoins. It sends
rewards to 100 miners and collects the change at a new one-off address
bc1qOm... The latter address then immediately distributes the rewards to
the next 20 miners. This recursive process continues for another 152 le-
vels. At each level, a one-off address is created to distribute the majority
of the remaining rewards to more miners. In the end, the remaining 0:002
bitcoins are sent to just two miners.

In the next step, we take all distribution transactions and collect all
output addresses that take part in these transactions. Occasionally, some
pools use distribution addresses for other purposes, possibly buying
equipment or the like. Therefore, we eliminate from this set of addresses
any/internal” addresses that belong to the pool. The remaining addresses
are candidates for addresses of individual miners. There are a total of
1.1 million of such addresses. To eliminate/recreational” miners, we filter
out addresses that receive rewards with an equivalent value of less than
$1,000 or that have fewer than 25 reward distributions over the entire
sample period.

Finally, we allow for the possibility that some of the remaining
addresses might not belong to individual miners but to smaller pools that
do mining operations as part of a larger pool, or belong to a subsidiary or
a partner of the larger pool. To screen out these addresses we check if

1. An address systematically sends some of its rewards to other
miners' addresses.

2. The address rewards are unstable over time or come in integer
numbers.

We drop all addresses with irregular distributions, and further trace
the addresses that send to other miners' addresses. Lastly, we manually
examine the reward distributions of the 150 largest addresses to verify
that they indeed look like they belong to individual miners.
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